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Abstract. To achieve a preferred global behavior of self-organizing sys-
tems, suitable local interaction strategies have to be found. In general,
this is a non-trivial task. In this paper, a general method is proposed that
allows to systematically derive local interaction strategies by specifying
the preferred global behavior. In addition, the resulting strategies can
be evaluated using Markovian analysis. Then, by applying the proposed
method exemplarily to the iterated prisoner’s dilemma, we are able to
systematically generate a cooperation-fostering strategy which can be
shown to behave similar to the “tit for tat with forgiveness” strategy
that, under certain circumstances, outperforms the well-known “tit for
tat” strategy used, for instance, in BitTorrent peer-to-peer file-sharing
networks.

1 Introduction

In self-organizing systems (SOSs), numerous entities interact with their neigh-
borhood following certain interaction strategies. The system’s entities and their
strategies define the micro-level of the SOS. From the behavior on the micro-
level, a global behavior of the SOS emerges at the macro-level. In general, the
micro-level entities of an SOS rely on local knowledge only, i.e., solely on the
information that is provided by the entities within their vicinity. Therefore, we
call these entities and their strategy vicinity-dependent. For instance, to find the
shortest path from the ant colony to a food place, an ant follows pheromone
trails laid out by other ants in its vicinity (cf. [1]). Hence, the behavior of the
ants is vicinity-dependent and results in an emergent macro-level behavior, i.e.,
the discovery of shortest paths.

When engineering and designing SOSs, the strategies on the micro-level need
to be specified to attain the preferred emergent behavior on the macro-level.
Since the system’s entities are purely vicinity-dependent, this is in general a
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non-trivial task. The main contribution of this paper is a generic method to
derive suitable micro-level strategies.

Our solution approach is based on the following observation: The task of
specifying suitable strategies would be less challenging if an entity and its strat-
egy could rely on global knowledge, i.e., information of the SOS’s global state
and/or the other entities’ strategies. In the following, we call an entity (and its
strategy) that relies on global knowledge omniscient.

As an example, in this paper, we investigate a class of systems where cooper-
ation is of particular importance, most prominently for peer-to-peer (P2P) file-
sharing systems like BitTorrent (see [2]), where the dissemination of content relies
on the collaboration of numerous entities, i.e., the peers. Often, game-theoretic
approaches are used to model the peers in such systems, where a common game-
theoretic model is the iterated prisoner’s dilemma (IPD; cf. [3–7]). The IPD as-
sumes that the peers are rationally thinking players that try to maximize their
individual benefit and that a player’s interaction strategy is vicinity-dependent,
i.e., each player can only observe the behavior of the other players but does not
know the other players’ strategies. For such systems, a vicinity-dependent inter-
action strategy is sought that fosters global cooperation on macro-level. Based
on the assumption that the strategy does not know its opponents’ strategy, this
is a challenging task in general. Often, it would be easier to find an omniscient
strategy which knows the other players’ strategies, and hence, could optimize its
behavior to foster the preferred macro-level behavior.

In our method, we use an artificial omniscient entity called the Laplace’s De-
mon (LD): This name stems from a hypothetical demon envisioned by the French
mathematician and astronomer Pierre-Simon Laplace (1749–1827). This demon
exactly knows the state of the whole universe and, hence, is able to predict future
states by Newton’s laws of physics.1 The behavior of our LD is then investigated
by a time-series analyzing algorithm to derive a purely vicinity-dependent strat-
egy, which, in contrast to an omniscient strategy, can be effectively implemented
into technical SOSs.

The method is generic in the sense that it does not focus on a specific appli-
cation area or modeling formalism. The most restrictive constraint is the require-
ment that the system’s model can be evaluated using discrete-event simulation.
However, this requirement does not impose a hard constraint on a large class of
engineerable systems.

Our approach allows to explicitly foster the preferred macro-level behavior
and also provides means to analyze to which extent the preferred macro-level
behavior is reached.

The remainder of this paper is structured as follows: In Sec. 2, we discuss
related work. Then, the IPD as a model for cooperation in SOSs is shown in
Sec. 3. Section 4 briefly introduces a time-series analyzing algorithm — the CSSR
algorithm developed by Shalizi et al. (cf. [8, 9]). In Sec. 5, we present in more
detail our generic core method that is based on LDs. We apply this method in

1 Pierre-Simon Laplace formulated this idea in the foreword to his essay “Essai
philosophique sur les probabilités” from 1814.



Sec. 6 to derive vicinity-dependent interaction strategies for IPD-like problems.
Finally, Sec. 7 draws conclusive remarks and gives an outlook to future work.

2 Related Work

We distinguish two complementary approaches for deriving local interaction
strategies of entities in SOSs: At one extreme, it is assumed that the entities
explicitly disseminate and periodically update global state information within
the system, i.e., the entities are omniscient. At the other extreme, the system
entities remain purely vicinity-dependent.

Omniscient entities are able to optimize their strategies to attain the pre-
ferred macro-level behavior based on global state information. Examples for such
systems are distance vector and link state based algorithms for routing proto-
cols as presented in [10, 11], where the omniscient entities are able to calculate
optimal routing paths. However, the periodic dissemination and local storage of
global state information clearly suffers from scalability issues in large systems
(cf. [12]).

Many application-driven approaches to derive vicinity-dependent strategies
exist. For example, the AntNet routing protocol to find shortest routing paths
in mobile networks was developed by investigating the exchange of pheromones
between ants (cf. [1]). In [13], the approach of epidemic information dissemina-
tion uses the principle behind the spread of a disease to disseminate information
in distributed systems. To form topologies in P2P overlay networks, a vicinity-
dependent strategy was developed in [14] by investigating cell adhesion processes.
Further examples are intuitive approaches like the random walk search algorithm
for P2P networks in [15] and the gossip-based routing algorithm for ad hoc net-
works in [16], where messages are forwarded to randomly chosen neighbors on
a best effort basis. Unfortunately, these application-driven approaches do not
provide a generic method that can be used in a wider range of application areas.
Hence, finding purely vicinity-dependent strategies remains a non-trivial task in
general, and, to the best of the authors’ knowledge, no general method yet exists.

3 The Iterated Prisoner’s Dilemma

We now give a primer to the IPD and introduce the problem to be solved with
the proposed method in Sec. 6.

In SOSs, where the collaboration between the entities is of particular impor-
tance, micro-level interaction strategies are sought from which global cooperation
on the system’s macro-level emerges. For instance, to disseminate content, a P2P
file-sharing network needs to define strategies that foster global cooperation be-
tween all peers, i.e., each peer shares its bandwidth and content to other peers.
The IPD is a commonly used modeling formalism to study cooperation in such
SOSs (see, e.g., [3–5]).

The IPD models the interaction at discrete time steps between two entities
called the players. At each time step of the IPD, each of the two players can



choose either to cooperate (C) or to defect (D). Both players make their current
choice independently from each other but the choice may well depend on the
outcome of previous iterations. Both players present their choice and get a payoff,
e.g., according to the following utility matrix U, which is taken from [17]:

U =
[ D C

D (1, 1) (4, 0)
C (0, 4) (3, 3)

]
. (1)

The rows of U correspond to the choice of the first player, the columns to the
choice of the second player, and the entries of U correspond to the payoffs, where
the first element of each tuple is the payoff for the first player and the second
element is the payoff for the second player.

It can easily be seen that cooperation on both sides maximizes the sum of
the payoffs of both players, that is, the global welfare. However, cooperation
on both sides may increase the temptation of one player to defect in order to
maximize its personal payoff to a value of 4, whereas the payoff of the other
player is minimized to a value of 0. This rational thinking process might lead
both players to defect, which minimizes the global welfare and results in a lower
individual payoff for both players compared to the case of mutual cooperation.
In the IPD, the prisoner’s dilemma is iterated and, hence, the outcome of past
iterations can be incorporated into the decision process of the players.

When modeling the micro-level interactions of an SOS by the IPD, a strategy
is sought from which global cooperation emerges on the systems’ macro-level.
Such a strategy should adjust its behavior to foster cooperation if its opponent is
willing to cooperate and it should defect otherwise. The latter implicitly fosters
global cooperation, since it makes defection less profitable than mutual cooper-
ation. However, finding such a strategy is a non-trivial task in general since the
IPD assumes that the players’ strategies are purely vicinity-dependent, i.e., each
player can incorporate only previous behavior of its opponent into its decision
process but does not know its opponent’s strategy.

In this paper, we systematically derive such a cooperation-fostering strategy
by investigating an omniscient player, i.e., the LD. The LD knows its opponent’s
strategy and is, hence, able to easily adjust its behavior to foster cooperation. By
investigating the behavior of the LD, a vicinity-dependent strategy for the IPD is
derived. To do so, we first propose a generic method to derive vicinity-dependent
interaction strategies for SOSs (see Sec. 5). The method is then applied to the
IPD (see Sec. 6).

4 The CSSR Algorithm

This section briefly describes the Causal-State Splitting Reconstruction (CSSR)
algorithm, which we utilize in our method as described later in Sec. 5. We choose
this algorithm because it is sufficiently abstract to be applicable in a wide range
of application scenarios. The interested reader is referred to [8, 9] for a compre-
hensive description of the algorithm.



The CSSR algorithm takes a sequence of N ∈ N symbols as input. This se-
quence is drawn from a discrete alphabet A and is generated by some random
process. Based on the given sequence, the algorithm approximates the ideal pre-
dictor of the random process in the form of a hidden Markov model: The CSSR
algorithm outputs the state space S of a discrete-time Markov chain (DTMC;
see [18] for theoretical background) and its transition probabilities, where at
each state transition, i.e., time step, the DTMC outputs a symbol from the
alphabet A. In the context of computational mechanics, this Markov chain is
called ε-machine. For every time step, let S denote the random variable of the
current state of the ε-machine, S′ the random variable of the successor state of
S, and A the random variable of the symbol which is output during the tran-
sition from state S to S′. For any two states s, s′ ∈ S and any symbol a ∈ A,
P [S′ = s′, A = a|S = s] denotes the probability that the DTMC leaves state s
and goes to state s′ while emitting the symbol a.

The CSSR algorithm additionally requires the parameter Lmax ∈ N0: To ap-
proximate the ideal predictor of the time series, the CSSR algorithm investigates
subsequences of length L within the input sequence, starting from L = 0. L is
subsequently increased by one until L = Lmax. Thus, Lmax corresponds to the
maximal amount of time steps of the past that are incorporated by the CSSR al-
gorithm to approximate the probability distribution of the next output symbol.
The choice of Lmax is based on a trade-off between the required computation
time and the accuracy of the resulting ε-machine.

5 A Generic Method to Derive Local Interaction
Strategies

In the following, we propose our generic method that consists of four steps. The
approach is briefly discussed at the end of Sec. 5. The method is carried out as
follows:

Step 1: Modeling the System Our method assumes that the system is modeled as
a group of entities that interact by exchanging information at discrete time steps.
Each entity of the system receives input from a countable set I and generates
some output from a countable set O. The entities’ strategies map any input
i ∈ I to some output o ∈ O. The time-series analysis in Step 3 requires that the
model can be evaluated by simulation. Besides these assumptions, our method
does not impose any further restrictions on the modeling process. There are
standard modeling formalisms that we expect to be particularly suitable to our
approach since the local interaction of the entities play a central role, e.g., in
game-theoretic models, cellular automatons, and graph-based models.

Step 2: Specifying the Laplace’s Demon One entity of the system is chosen to
be the LD and is modified as follows: The LD becomes an omniscient entity,
i.e., it is equipped with global knowledge. Based on global knowledge, the LD’s
strategy can be optimized to foster the preferred macro-level behavior.



Step 3: System Simulation and Analysis of the Laplace’s Demon’s Behavior
Based on the model derived in Steps 1 and 2, a simulation environment is set
up to simulate the system including the LD. The simulation is executed and
the input/output (I/O) behavior of the LD is analyzed: For each time step
t ∈ N, we denote with (it, ot) ∈ I × O the I/O behavior of the LD, where it
is the input which leads to the output ot of the LD. A simulation of N ∈ N
time steps generates a sequence (it, ot)t=1,...,N , which can be analyzed by the
CSSR algorithm as a time series with alphabet I × O. Then, the output of the
CSSR algorithm is an ε-machine with state space S and transition probabilities
P [S′ = s′, (I,O) = (i, o)|S = s] for all s, s′ ∈ S and (i, o) ∈ I×O, where S is the
random variable of the current state of the ε-machine, S′ the random variable
of the successor state of S, and (I,O) the random variable of the I/O behavior
the LD exposes at the state transition from S to S′. Thus, in other words, the
derived ε-machine describes the I/O behavior of the LD.

Step 4: Imitating the Laplace’s Demon This step derives a vicinity-dependent
strategy L that imitates the omniscient LD. To derive L, the ε-machine obtained
in Step 3 is used.

L adopts the state space S of the ε-machine and imitates the LD’s behavior
as follows: At first, L randomly chooses its initial state (e.g., according to the
stationary probability distribution of the ε-machine). If L is in state s ∈ S and
receives some input i ∈ I, then P [S′ = s′, O = o|S = s, I = i] is the probability
that L changes its state to s′ ∈ S and outputs o ∈ O. This probability can be
calculated by conditioning on the event {I = i} and using the definition of the
conditional probability:

P [S′ = s′, O = o|S = s, I = i] =
P [S′ = s′, (I,O) = (i, o)|S = s]

P [I = i|S = s]
.

The probability P [I = i|S = s] in the denominator can be calculated by
marginalization:

P [S′ = s′, O = o|S = s, I = i] =
P [S′ = s′, (I,O) = (i, o)|S = s]∑

s′∈S

∑
o∈O

P [S′ = s′, (I,O) = (i, o)|S = s]
, (2)

where the probabilities on the right side of (2) are the known transition proba-
bilities of the ε-machine obtained in Step 3.

Since the ε-machine describes the I/O behavior of the omniscient LD, L
effectively reproduces the LD’s behavior while being purely vicinity-dependent,
i.e., its output behavior is determined only by its current state s, its input i, and
its transition probabilities.

Remarks The resulting vicinity-dependent strategy is tailored towards the cho-
sen model and its parameters, i.e., the strategy might lead to a different behavior
when applied in a different environment as specified in Step 1 of the method.
Hence, it is crucial to take care that the chosen model and its parameters accu-
rately reflect the behavior of the system under investigation.



Nevertheless, resulting strategies can easily be adapted to a different envi-
ronment or preferred macro-level behavior by applying the method again with
refined omniscient strategies, a modified model, and/or parameter set.

Since the derived strategy is available in form of a DTMC, Markovian analysis
can be used to evaluate its behavior.

We are completely aware of the fact that the simulation of systems with
numerous interacting entities cannot guarantee that all possible states are in-
vestigated since such systems often expose a very complex and sometimes even
chaotic behavior. Nevertheless, extensive simulation in Step 3 of the method
results in a vicinity-dependent strategy which behaves optimal at least in the
simulated cases.

Our method can also be applied iteratively. The derived strategy can be fed
back to the environment leading to a refined strategy during the next iteration.

6 Application of the Method to the Iterated Prisoner’s
Dilemma

The method proposed in Sec. 5 is now applied to find two vicinity-dependent
micro-level strategies for the IPD (cf. Sec. 3), which have different macro-level
goals: The strategy LA imitates the altruistic LD, which fosters global cooper-
ation. In contrast, the strategy LE imitates the egoistic LD, which has the aim
of maximizing its own payoff. The method is applied as follows:

Step 1: Modeling the System In our model, we investigate the behavior of a sin-
gle player, which plays the IPD with another player we call the opponent. The
opponent randomly chooses one strategy from AC, AD, Tit-for-Tat, p-Tit-
for-Tat, and Random: The strategy AC always cooperates and is, therefore,
a näıve friendly strategy which gets easily exploited by a defector. AD always
defects and is an archetype of an egoistic and distrustful strategy. Tit-for-Tat
initially cooperates and then always makes the same choice as the other player
during the last iteration. Tit-for-Tat is a smart strategy: It is friendly since
it initially wants to cooperate. But in contrast to AC, it is not exploited if its
opponent only defects. If its opponent tries to cooperate again, then it imme-
diately forgives. With p-Tit-for-Tat we denote the pessimistic equivalent to
Tit-for-Tat, which initially defects. Random is a strategy that at each itera-
tion chooses C or D with a probability of 0.5. From the viewpoint of Random’s
opponent, Random is an unreliable strategy in the sense that no action leads
to mutual cooperation or defection or any other preferred behavior.

In our model, the opponent randomly chooses one of the five mentioned
strategies according to a uniform distribution. Then, the IPD starts: At each
time step, the player plays the prisoner’s dilemma with its opponent. At the
end of each iteration, the player is informed of the choice of the opponent,
and vice versa. Hence, the input and the output alphabet for both players is
I = O = {C,D}. At each time step and with a probability pc � 1 (pc ∈ (0, 1)),
the IPD is stopped and the opponent randomly chooses a different strategy.



Then, the IPD is restarted. Thus, for each chosen strategy, the IPD is carried
out in sequence for 1/pc time steps in the mean.

Step 2: Specifying the Laplace’s Demon We investigate the behavior of two
LDs: The altruistic and the egoistic LD. Both are made omniscient by inform-
ing them of the strategy of their opponent. Depending on this knowledge, the
LDs implement a micro-level strategy which fosters the preferred macro-level
behavior.

The altruistic LD follows a smart strategy which fosters cooperation: If the
opponent is willing to cooperate, i.e., with AC, Tit-for-Tat, or p-Tit-for-
Tat, then the LD implements the strategy AC. In contrast, if the opponent
always defects, then the LD implements AD, which hinders the opponent to
exploit the LD and implicitly fosters global cooperation by making defection
less profitable than mutual cooperation. In confrontation with Random, the
LD implements Tit-for-Tat, which in the mean keeps the balance between
cooperation and defection.

The egoistic LD has the aim of maximizing its own payoff. To do so, it answers
with AD if its opponent implements AC, AD, or Random. In contrast, if its
opponent implements a smart strategy, i.e., Tit-for-Tat or p-Tit-for-Tat, it
answers with AC.

Step 3: System Simulation and Analysis of the Laplace’s Demon’s Behavior The
IPD iterations, as described in Step 1, are carried out 220 times while pc is set to
0.01. Thus, in the mean, the investigated LD plays the IPD for 100 times before
the IPD gets restarted with another strategy of the opponent.

Each iteration step generates a pair (it, ot) ∈ {C,D}2, where it is the input
that leads to the answer ot of the LD at time step t. The generated sequence of
values from the alphabet A = {C,D}2 is then analyzed by the CSSR algorithm.
The algorithm’s parameter Lmax is chosen to be 1 since for all investigated
strategies of the opponent, at most one step of the past is relevant for making
their choice.

For both LDs, the altruistic and the egoistic, the CSSR algorithm outputs an
ε-machine with three states and twelve transition probabilities. For all of these
twelve transition probabilities, a 99%-confidence interval is calculated based on
100 applications of the method. The radius of the largest confidence interval
evaluates to 0.001 which shows that 220 iterations can be assumed to be enough
to obtain reasonably reliable results.

Step 4: Imitating the Laplace’s Demon From the ε-machines obtained in Step 3,
the vicinity-dependent IPD strategies LA and LE can be derived by adopting
the ε-machines’ state space and calculating the strategies’ transition probabilities
according to (2).

The strategy LA is shown on the left and LE on the right side of Fig. 1:
The states of each strategy are represented by nodes, numbered from 0 to 2. An
arc from state s to s′ (s, s′ ∈ {0, 1, 2}) is labeled with i|p|o: If the opponent’s
last choice was i ∈ {C,D}, then the strategy changes its state from s to s′ with



transition probability p ∈ (0, 1] and answers with o ∈ {C,D} in the current
iteration of the IPD.
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Fig. 1. The systematically derived vicinity-dependent strategies for the IPD: (a) shows
the altruistic strategy LA and (b) the egoistic strategy LE. The nodes correspond to
the states of the strategies. An arc from node s to s′ (s, s′ ∈ {0, 1, 2}) is labeled with
i|p|o, where p ∈ (0, 1] is the probability that the strategy chooses o ∈ {C, D} and goes
to state s′ if its current state is s and the opponent chose i ∈ {C, D}.

6.1 Discussion of the Results

In Fig. 1, it can be seen that LA exposes a similar behavior to Tit-for-Tat:
If the opponent cooperates, it answers with cooperation and goes to State 0. If
the opponent defects, it also defects with a high probability and goes to State 1.
Moreover, LA implements a forgiveness mechanism, just like the “tit for tat
with forgiveness” strategy proposed by Anatol Rapoport (cf. [19]): With a rel-
atively low probability, LA cooperates even if the opponent defects and goes
to State 2. In State 2, LA waits for the reaction of the opponent: Cooperation
leads to State 0 and defection to State 1. By this mechanism, LA is able to find
out whether a defecting opponent is willing to cooperate in principle. This is
especially helpful for establishing cooperation if the opponent implements the
initially defecting p-Tit-for-Tat strategy.

The egoistic strategy LE in Fig. 1 can be described similarly: In State 0, LE

cooperates with a high probability if its opponent cooperates. However, from
time to time LE answers with defection to find out if the opponent implements
AC and can, thus, be exploited. This exploitation is done in State 2, where
cooperation is answered with defection with a high probability. If the opponent
answers with defection, LE goes to State 1 from any state and defects with
a high probability. Hence, State 1 corresponds to mutual defection. However,
if LE’s opponent implements Tit-for-Tat or p-Tit-for-Tat, then mutual
cooperation leads to a higher personal payoff than mutual defection. Hence, LE



implements a forgiveness mechanism and cooperates on defection with a low
probability.

Most interestingly, both derived strategies are able to reconstruct the same
knowledge that was granted to the omniscient LDs explicitly while being purely
vicinity-dependent. LA is able to find out if the opponent is willing to cooper-
ate. LE finds out if the opponent can either be exploited, implements a smart
strategy (i.e., Tit-for-Tat or p-Tit-for-Tat), or always defects. Based on
this information, the derived strategies adjust their behavior to either establish
cooperation or to maximize the personal payoff.

It is worthwhile to note that the transition probabilities of both strategies
reflect the chosen model assumptions and parameters. This can, for example,
be seen in LE’s transition between states 2 and 0 labeled with C|0.003|C, which
does not lead to maximal payoff if the opponent implements AC. In this case,
cooperation should be answered with defection with a probability of 1. This is
because LE assumes that the opponent’s strategy changes with a probability of
pc = 0.01 according to a uniform probability distribution on the set of the other
strategies. Consequently, changing this probability distribution or the value of
pc leads to other transition probabilities of the strategy LE or, respectively, LA.

6.2 Steady-State Analysis

Since the derived vicinity-dependent strategies are obtained in form of a DTMC,
results obtained by steady-state Markovian analysis provide measures to com-
pare the strategies LA, Tit-for-Tat, and LE. Each of the three strategies play
the IPD against the strategies AC, AD, Tit-for-Tat, p-Tit-for-Tat, and
Random. For all encounters, steady-state analysis is applied to obtain the ex-
pected payoff per iteration of the IPD. To obtain concrete values, the payoff
matrix U given in (1) is considered. The numerical results are summarized in
Tab. 1. The table is subdivided into three columns: The first column lists the five
opponents, the second column consists of the expected payoffs for the strategies
LA, Tit-for-Tat, and LE, and the third column lists the expected payoffs for
the respective opponent.

Table 1. Results from the steady-state analysis of LA, Tit-for-Tat, and LE

Payoff Payoff (Opp.)
LA TfT LE LA TfT LE

AC 3.0 3.0 3.571 3.0 3.0 1.286
AD 0.997 1.0 0.996 1.009 1.0 1.012
Tit-for-Tat 3.0 3.0 1.336 3.0 3.0 1.336
p-Tit-for-Tat 3.0 2.0 1.336 3.0 2.0 1.336
Random 1.993 2.0 2.477 2.020 2.0 0.569

It can be seen that LA behaves similar to Tit-for-Tat and clearly out-
performs Tit-for-Tat if confronted with p-Tit-for-Tat since LA is able to



establish cooperation. If Tit-for-Tat plays against p-Tit-for-Tat, mutual
cooperation cannot be established, since the two strategies alternately cooper-
ate and defect. When playing against AD, LA receives a lower expected payoff
than Tit-for-Tat. This is due to the fact that LA once in a while tries to
establish cooperation. The numerical results for LA show that it indeed fulfills
the requirements of a strategy that fosters global cooperation: If its opponent is
willing to cooperate, LA is always able to establish cooperation. If its opponent
always defects, then LA answers with defection, which implicitly fosters global
cooperation by making AD a less profitable strategy than a cooperating strategy
like Tit-for-Tat.

LE is able to exploit AC and Random. If confronted with AD, LE’s expected
payoff is slightly lower than that of Tit-for-Tat because it cooperates with a
low probability to check if the opponent’s strategy has changed. Tit-for-Tat
and p-Tit-for-Tat cannot be exploited by LE. However, LE still tries to exploit
the opponent from time to time. This again leads to a lower expected payoff
compared to Tit-for-Tat.

7 Conclusion and Future Work

In this paper, we have shown the advantages and disadvantages of implementing
purely vicinity-dependent or omniscient entities within the micro-level of self-
organizing systems. Based on this investigation, we proposed a generic top-down
approach to systematically derive vicinity-dependent strategies based on the
specification of the preferred macro-level behavior.

Our approach simplifies the development of self-organizing systems in the
sense that suitable interaction strategies can first be defined based on global
knowledge, i.e., information of the self-organizing system’s global state and/or
the other entities’ strategies. From these omniscient strategies, our method then
systematically generates vicinity-dependent strategies. The resulting strategies
can then be evaluated using standard Markov chain-based analysis techniques
and can also be implemented easily into the entities of the self-organizing system.

The proposed method was proven to be applicable in a game-theoretic set-
ting, where an altruistic and egoistic strategy for players of the iterated prisoner’s
dilemma could be obtained.

However, our method is presented independently of the applied modeling
formalism. We expect the method to be applicable also to other modeling for-
malisms that focus on the local interaction of the micro-level entities, e.g., cellular
automatons or graph-based models, and more complex scenarios. This has to be
investigated in future work along with scalability issues that arise when engineer-
ing large-scale SOSs. We also foresee an extension to our method which allows
to specify and evaluate scenarios comprising more than one LD with possibly
different goals. The outcome of these investigations will also lead to further ap-
plication examples and to more concrete advises on how to build suitable models
to be used with the proposed method.
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