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Abstract Access control and ensuring availability are important tasks
for securing Web Services. Both requirements are not well studied on
Web Services and especially not their interactions. However, considering
this interaction is crucial. On one hand, access control is an established
mechanism for protecting services from attacks targeting the service’s
availability. On the other hand, enforcing access control on Web Services
is a complex task and therefore access control implementations poten-
tially offer new possibilities for attacks. In this paper a solution for Web
Service access control enforcement is presented using an event-based pro-
cessing model focusing on ensuring Web Service availability.

1 Introduction

Service Oriented Architecture (SOA) names a new paradigm for distributed
systems. The most popular way for implementing distributed systems that follow
the SOA paradigm is based upon Internet protocols and Web Services. This
approach lends itself very well for Enterprise Application Integration (EAI),
Grid Computing and Business-to-Business (B2B) integration. The recommended
protocol [3] for Web Service message exchange is SOAP [12], which is XML based.

As Web Services are message oriented, transport level security like SSL is
insufficient. Therefore, the WS-Security specification [23] was created. It defines
extensions for SOAP messages to ensure integrity and confidentiality and to
enable sender authentication [15]. A companion to the WS-Security standard
is the WS-SecurityPolicy standard [18] that enables a Web Service operator
to define security policies. A policy is a set of assertions concerning message
encryption and signing. It can be attached to a Web Service description written
in the Web Service Description Language WSDL [7]. This enables policy decision
and enforcement.

While both WS-Security and WS-SecurityPolicy address message integrity,
confidentiality and sender authentication, they do not consider access control
for Web Services. As Web Services allow access to sensitive services—regarding
privacy and commercial aspects—, access control is a crucial component of se-
curity for Web Services. Additionally access control is an established mechanism
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for protection against Denial of Service (DoS) attacks [21] to increase the avail-
ability of Web Services.

Assuring availability is an important and critical task, since Web Services
are not only used in protected environments, but also via the internet. Attacks
targeting at the availability of networked services are versatile and increase in
quantity every year [24]. In the context of Web Services, attacks using protocol
deviation or resource exhaustion are the most relevant.

To avert protocol deviation attacks a strict message validation against the
Web Service description and the security policy is required. As this results in
a highly complex message processing, current Web Service frameworks tend to
water down message validation (e.g. Microsoft .NET accepts and processes mes-
sages with obvious wrong message structure) and by that open the door to
protocol deviation attacks.

The prevention of resource exhaustion—bandwidth, CPU and/or memory
usage—is a more complex task. Especially for Web Services resource exhaus-
tion is a profound problem, caused by XML processing. Current Web Service
frameworks show serious vulnerabilities to attacks using resource exhaustion.
For example, the Apache Axis2 framework consumes 51 MB of memory when
processing a message of 6 MB, and a malicious message sent at 150 bytes/s
pushes CPU usage to 100%1.

As shown in previous papers [10], [11] validating Web Service messages by
using an event-based XML processing model significantly improves the avail-
ability of Web Services. This includes strict message validation against the Web
Service description and the security policy.

However, using access control for DoS protection is useless if the attack occurs
before access control can be enforced [20]. For example, the SSL client authen-
tication is ineffective against the TCP SYN flooding attack, because the attack
engages TCP in resource consuming activities before SSL processing starts.

For Web Service access control using WS-Security a similar problem arises.
The security tokens containing the authentication information are transported
inside the same SOAP envelope as the Web Service request that is to be authen-
ticated. Implementations using a tree-based processing model read the complete
SOAP message before starting processing the message. If this message includes
a resource exhaustion attack (like Coercive Parsing or Oversize Payload [19]),
access control does not help, because the attack occurs before the authentication
information is processed.

Thus, a significant requirement for access control is an “early detection” of
unauthorized Web Service requests. This can be achieved by a SOAP processing
model with integrated authentication and authorization.

In this paper a solution for Web Service authentication and authorization
is presented. It is shown that using an event-based approach on access control
improves the availability of Web Services.

1 For this test the Axis2 server (version 1.0) ran on a 1 GHz PC with 512 MByte
under Debian Linux.



The remainder of the paper is organized as follows. The next section shows
some related work in the field of Web Service access control. In section 3 the
elements required for access control on Web Services are discussed. Section 4
presents our solution for event-based access control enforcement. The implemen-
tation and evaluation of this solution is presented in section 5.

2 Related Work

Access control is a fundamental security mechanism for networking systems. It is
widely analyzed and integrated in a large number of security systems. However,
in the context of Web Services access control is still under-studied.

There are already a large number of Web Service specifications (most of them
named WS-*), but none of them deals explicitly with access control. SAML [6]
defines how to express assertions for security attributes. These assertions can
be used for authentication. However the standard is focussing on single sign-
on (SSO) and third party trust and does not solve the problem of identifying
the message’s originator (e.g. if a message contains more than one assertion or
other user token). WS-Security [23] only defines security tokens that can be
used for authentication, without specifying how to use these tokens correctly.
Furthermore, XACML [22] defines a very flexible and general framework for
access control policies, without specifying applications to Web Service.

In [16] and [4] the requirements for correct authentication regarding XML
rewriting attacks are studied. The authors present claims for a WS-SecurityPolicy
to assure—in terms of these attacks—secure authentication. However, both do
not discuss problems of the corresponding authorization and access control en-
forcement.

Damiani et al. [8] propose a concrete authorization system for Web Services,
but use their own authentication tokens instead of the ones defined by WS-
Security. Ardagna et al. [2] propose an access control policy by extending the WS-
SecurityPolicy, which is not allowed in newer versions of the WS-SecurityPolicy
standard.

Access control enforcement is supported by most commercial Web Service
security products, like Web Service frameworks (e.g. Microsoft Web Service En-
hancement [17]) or Web Service gateways (e.g. Xtradyne Web Service Domain
Boundary Controller). These systems use their own proprietary policy system
for defining security requirements and access control policies.

All solutions mentioned above do not regard the Denial of Service aspect
of access control. Additionally only simple authentication scenarios—where the
message originator can be easily and unambiguously identified—are considered,
either by picking only simple examples from WS-SecurityPolicy or by using a
simpler proprietary security policy language. Further on, these policies combine
security claims and access control requirements, which contradicts the aim of
separation of concern.

The access control solution presented in this paper separates security policy
(WS-SecurityPolicy) and access control policy (XACML). It allows complex au-



thentication scenarios, taking advantage of WS-SecurityPolicy’s expressiveness.
Further on, it uses a processing model focusing on DoS attack detection and
prevention.

3 Access Control for Web Services

The access control process—for services in general and for Web Services in
particular—consists of two steps: authentication and authorization. Authenti-
cation in the context of network service access is confirming the service request’s
provenance. This means identifying the claimed originator and checking if his
claim on beeing the message’s originator is actually true. Authorization is the
process of verifying if this originator is allowed to access the service. The follow-
ing subsections discuss these mechanisms in the context of Web Services.

3.1 Authentication

There are different layers for authentication. Most common authentication meth-
ods are carried out on the transport or network layer (e.g. HTTP, IP or SSL client
authentication). For many scenarios, transport or network based authentications
are inappropriate. To allow authentication at the SOAP layer WS-Security [23]
defines which elements are required to enable authentication for Web Services.
In WS-Security, tokens (e.g. X.509 certificate or SAML assertion) are included
as user credentials in the SOAP message header.

There are several approaches to prove identity as message originator. Estab-
lished patterns are using transport security (e.g. SSL) combined with password
authentication, nonce (e.g. timestamp) and signing operations in particular com-
binations [25]. Transport security is unsuitable for Web Services and password
authentication is insecure due to known password vulnerabilities [4]. Thus, the
only reliable pattern for Web Service authentication is a signing operation includ-
ing a nonce value. In terms of WS-Security, this means including a timestamp
signed by the originator’s security token. The corresponding WS-SecurityPolicy
defines the message signature. The token used for this signature identifies the
message originator.

Since a SOAP message can contain many signatures, identification of the
message signature is necessary. As shown in an earlier paper [9], this identifi-
cation can be assured by claiming the exclusive signing of the WS-Addressing
element <wsa:Action> within the security policy.

As a conclusion, a security policy must claim the following requirements to
enable message originator authentication:

– A timestamp must be included in the SOAP message.
– A <wsa:Action> element [13] is required within the SOAP Message Header.
– The message signature must sign the timestamp and the <wsa:Action> el-

ement.



– The hash code computed for the message signature must cover the operation
relevant content within the SOAP body. Typically, for the sake of simplifi-
cation the whole SOAP body is signed.

These requirements correspond with the proposals made in [4].

3.2 Authorization

Traditionally, authorization is a function of an authorization subject s, an autho-
rization resource r, an authorization operation o (the latter two are also named
authorization object) and possibly additional conditions c.

The authorization subject is gained from the authenticated message origina-
tor as described in the previous section. The Web Service Description Language
defines the following elements for a Web Service request (or response): Web Ser-
vice endpoint, Web Service operation and message. We propose the following
assignment of Web Service elements to authorization elements:

– authorization resource r ↔ Web Service endpoint
– authorization operation o ↔ Web Service operation

This mapping has a number of advantages compared to approaches where
the message serves directly as authorization object. For example, in [8] arbitrary
XPath expressions (referring to a Web Service message element) are used as
authorization objects. In general, these expressions can not be evaluated before
the end of the SOAP message has been processed.

On the other hand, authorization based on the Web Service endpoint and
operation can be enforced by processing the SOAP header only. This is described
in detail in section 4. If there is need for more fine-grained access control, con-
ditions on the message inside the SOAP body can be checked afterwards, but of
course only if the first authorization check was successful.

In the following only the primary authorization on the Web Service endpoint
and operation is regarded. This can be expressed by the following authorization
function:

auth(s, r, o) 7→ {true, false}

The next section presents in detail how this authorization can be enforced.

4 A Model for Event-Based Access Control Enforcement

As mentioned before, access control enforcement must fulfill “early detection”
of unauthorized Web Service requests. This can only be achieved by using a
complete event-based processing model. Event-based processing in this context
means not only XML parsing [5], but also processing the parsing events com-
pletely on-the-fly (see also section 5).

However, even a system handling messages event-based can be forced to
process the whole message before making an access control decision. This is
illustrated in the following example.
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Figure 1. Sample SOAP message

Figure 1 shows a sample SOAP message containing the security elements
needed for authentication (as described in section 3.1). The access control rel-
evant entities—the authorization subject, the resource and the operation—can
be obtained in the following way:

– the authorization subject s is the security token fulfilling the “message sig-
nature token” requirements from the WS-SecurityPolicy.

– the authorization resource r is the Web Service endpoint which is determined
by the HTTP URL from the HTTP header.

– the authorization operation o is the Web Service operation which is deter-
mined by the first—and only—child element of the SOAP body element (see
[3], R2710).

To summarize, r can be identified while reading the HTTP header, o at the
beginning of the SOAP body and s at the end of the SOAP body—when the
signature for the SOAP body can be finally validated. This example shows that
a naive approach still requires reading and processing the whole SOAP message.

4.1 Smart SOAP Processing

Our aproach for an event-based access control enforcement model uses smart
identification and prediction of the authorization entities. The access control sys-
tem works on events created by the low level processing system (HTTP parser



and XML parser). These events are processed in the following way to realize
authentication and authorization. If any of the mentioned checks is evaluated
negative, the message processing is immediately stopped and a SOAP fault mes-
sage is sent back to the client.

HTTP URL : The URL from the HTTP header defines the Web Service end-
point, thus r is identified doubtlessly.

HTTP SOAPAction : The SOAPAction action is a hint on the actual Web
Service operation (see [3], R1127). Check if the endpoint r has an operation
action.

WS-Addressing : Check if the policy requirements for the WS-Addressing
element is fulfilled.

Timestamp : Check if the policy requirements for a timestamp is fulfilled.
Check the timestamp value for freshness.

Security Token : Check if the security token type conforms with the token
assertion from the policy. The identity user from the security token becomes
a candidate for the message originator.

Signature : Verify the signature value (<SignatureValue>, i.e. the encrypted
digests of the signed content). Check the digest values for all backward ref-
erences (in the example the WS-Addressing and the timestamp). Check the
policy conformity for all backward references (the conformity for forward
references can not be decided at this point).
If this signature signs the WS-Addressing element it is the only candidate
for the message signature, because the WS-Addressing is signed by only
one signature. Thus, the according token user is the only candidate for the
message originator and the authorization check can be performed:

auth(user, r, action)

Start of SOAP Body : Check if the message signature (candidate) signs the
SOAP body2. This check verifies, that the signature identified as candidate
for a message signature is actually the message signature.

Operation : The operation o is identified reliably. Check if o = action.
End of SOAP Body : The hash of the body is completely calculated. Verify

the (message) signature of the body. This check verifies that the user user
is actually the message originator s.

4.2 Security and Correctness Issues

Using this model, the authorization decision is made at the moment the mes-
sage signature is identified, which in worst case becomes true at the end of the
SOAP header. This is an advantage compared to other processing mechanisms

2 Signature references can only be evaluated at the occurence of the signed content.
This is due to the characteristics of XPath and XPointer (see [14] for a discussion
of this problem in the context of event-based SOAP processing).



especially for large messages. As large messages are used for resource exhaustion
attacks, this is an important property.

The authorization decision is made under some assumptions that are verified
during processing of the rest of the message. Thus, the authorization decision
may return a false positive result, if one of these assumptions were wrong. Nev-
ertheless the access to the service is denied, because one of the following checks
will fail and the Web Service request is rejected. Thus this model ensures the
correct enforcement of access control.

The prediction on the operation may be wrong, if the HTTP header entry
is forged. This can be detected at the begin of the SOAP body. In this case the
processing overhead is small—compared to the “normal” pass described above
(see 4.1).

If the message is created by a replay attack, the prediction on the operation
may be wrong. The attacker must have copied the security token of a legit-
imate user including the signature of the timestamp and the WS-Addressing
field (without the original signature fragment, the signature verification would
fail). In this case, it is most likely that the timestamp has already expired. Only
if the timestamp is still valid, the illegal access is not detected until the message
end—when the SOAP body signature can be verified.

5 Implementation and Evaluation

For evaluation purposes a prototype system for Web Service message validation
was implemented. This prototype handles messages completely event-based and
is able to analyze the HTTP header, perform message schema validation, process
and validate WS-Security related content (including decryption and signature
validation on event-based parsed content), perform policy decision and enforce-
ment and enforce access control policies. The core component of the prototype
system is the security component. It handles all WS-Security, WS-SecurityPolicy
and access control relevant processing.

Figure 2 gives an overview over the security component’s functionality. There
are incoming parsing events—from the HTTP header parser and the SAX parser.
The WS-Security module processes the security header, verifies signatures, and
decrypts protected fragments. As a preparation for policy decision it creates se-
curity events. It also generates SAX events from the decrypted elements enabling
message schema validation on protected fragments.

The Policy Handler uses the security events to call the Security Policy Deci-
sion Point (SEC-PDP) and enforces the WS-SecurityPolicy. The policy decision
identifies the message originator. This enables the Policy Handler to create policy
events containing the message originator’s identity.

The Access Control Policy Enforcement Point (AC-PEP) is an implemen-
tation of the processing model presented in 4.1. It gathers the access control
relevant informations for subject, resource and operation from incoming events
and calls the auth function of the Access Control Policy Decision Point (AC-
PDP). The access control policy is described in XACML (see figure 4 at the end
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Figure 2. Security component’s functionality

of the paper for a simple example) and Sun’s XACML Implementation is used
as AC-PDP.

Finally all incoming events and those created within the security component
are relayed to succeeding components not shown by figure 4 (e.g. message schema
validation).

For evaluation purposes we performed a runtime and memory usage experi-
ment using a security policy claiming authentication informations (see 3.1) and
additionally protection of the operation. Also, an access control policy similar to
the example given in figure 4 was used. We created SOAP messages of increasing
length (up to 500,000 XML elements; approx. 20 MByte) by varying the number
of elements inside the encrypted operation.

We conducted two test series: one series with messages complying to both
policies—security policy and access control policy—and containing a correct
operation, and a second series with messages faking an authorized operation in
the SOAP action field and containing an unauthorized operation in the body. In
both cases the content of the SOAP body was encrypted, i.e. the operation was
masked by encryption. The second series illustrates the case of “wrong operation
prediction” (see 4.2). This is only possible, since we assumed the attacker has
access to another operation at this endpoint.

The evaluation results are presented in figure 3. It shows linearly increasing
runtime for correct messages (authorized access) and constant runtime for in-
correct messages (unauthorized access). This behavior shows the advantages of
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Figure 3. Prototype Evaluation

handling messages completely event-based: message processing for incorrect mes-
sages is always terminated as early as possible while maintaining linear runtime
for correct messages. In all test cases the memory consumption was nearly con-
stant and not exceeding 10 MByte. For comparison, the commonly used Apache
XML Security engine needs 64 MByte for 80,000 elements only for a decryption
operation (which is performed by our WS-Security component besides a number
of other tasks).

6 Conclusion

In this article we have presented a model for Web Service authentication and
authorization. Focus of this model is the “early detection” of unauthorized Web
Service requests. This is realized by using an integrated security token process-
ing within a complete event-based SOAP processor. The evaluation of the pro-
totype implementation shows constant low memory consumption and efficient
detection of unauthorized messages. This demonstrates, that availability can be
significantly improved by the presented solution.

An important principle of SOA is the composition of Web Services (e.g.
by using BPEL4WS [1]), introducing stateful Web Service protocols. Ensuring
availability and access control in this context becomes a more complex task and
requires extending the presented model to stateful protocols and sophisticated
authentication scenarios.
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<Policy PolicyId="ExamplePolicy"
RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-overrides">
<Target/>
<Rule RuleId="urn:oasis:names:tc:xacml:2.0:example:SimpleRule1" Effect="Permit">
<Target>
<Subjects>
<Subject>
<SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">
CN=RH,OU=Unknown,O=CAU,L=Kiel,ST=Unknown,C=DE

</AttributeValue>
<SubjectAttributeDesignator
AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"
DataType="http://www.w3.org/2001/XMLSchema#string"/>

</SubjectMatch>
</Subject>

</Subjects>
<Resources>
<Resource>
<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:anyURI-equal">
<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#anyURI">
http://server:8080/WebServices/MyService

</AttributeValue>
<ResourceAttributeDesignator
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"
DataType="http://www.w3.org/2001/XMLSchema#anyURI"/>

</ResourceMatch>
</Resource>

</Resources>
<Actions>
<Action>
<ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">
urn:getLength

</AttributeValue>
<ActionAttributeDesignator DataType="http://www.w3.org/2001/XMLSchema#string"
AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"/>

</ActionMatch>
</Action>

</Actions>
</Target>

</Rule>
</Policy>

Figure 4. Example access control policy using XACML


