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Abstract. For analyzing properties of complex systems, a mathemat-
ical model for these systems is useful. In this paper we describe how
discrete complex systems can be modeled mathematically and we give
a framework for the analysis of the system with respect to the prop-
erties autonomy and emergence, which are two of the most important
properties of self-organizing systems. The modeling is done by using a
multigraph to describe the connections between objects and stochastic
automatons for the behavior of the objects.
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1 Introduction

A design goal for future computing and networking systems is to limit admin-
istrative requirements for both users and operators. Technical systems should
be easy to use and configure themselves as much as possible. They should auto-
detect failures and auto-correct them if possible. Another trend in networked
systems is to become more and more independent of centralized servers and con-
trol instances, but to be able to distribute the network control and data among
the entities of a network.

Having these goals in mind, computing researchers have become very much
interested in the interdisciplinary topic of “self-organization” during the past
few years. Much research has been done, for instance, on the design of fixed
peer-to-peer networks, mobile ad hoc networks, and principles for autonomic
computing.

Despite these technological advances, a systematic and profound research
on the fundamental concepts and principles as how to design and exploit self-
organization in networked computing systems did not take place so far. In par-
ticular, there is no common understanding on the building blocks and the design
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process of self-organizing networked systems, and it is unclear how frequently
mentioned properties of self-organizing systems, such as autonomous behavior
and emergent behavior are formally defined.

The goal of this paper is to contribute to this issue. Using the notion of
entropy known from information theory, we give a formal definition of the level
of autonomy and emergence in a networked system. We also apply this model to
a practical example, namely the self-organized slot-synchronization in wireless
networks.

In this paper, Section 2 gives an overview of the related work and Section
3 gives a mathematical model for complex systems. Section 4 defines the con-
cept of autonomy in the model and Section 5 defines the concept of emergence
in the model. In Section 6, we apply our definitions to model slot synchroniza-
tion in wireless networks. Section 7 contains some discussions, applications and
advanced conclusions of the formal model described in this paper.

2 Related work

In the recent years, much work has been done in the field of self-organizing
systems, but self-organization has no generally accepted meaning. According to
[1] and [2] typical features (among others) of self-organization are autonomy,
emergence, adaptivity, decentralization, self-maintenance and optimization.

For a non-technical overview of self-organization see [2]. Other definitions
and properties of self-organizing systems can be found in thermodynamics [3],
synergetics [4], information theory [5] and cybernetics [6], [7], [8]. A compre-
hensive description about the design of self-organizing systems is in [9]. A good
overview about modeling complex systems can be found in [10]. For modeling
continuous self-organizing systems and a comparison between discrete and con-
tinuous modeling see [11]. [12] gives a survey about practical applications of
self-organization.

One important concept of the information theory for measuring self-organi-
zation is the statistical entropy (see [2], [13], [5], [9]). Self-organization implies
the decrease of the statistical entropy of the system. The entropy is also used in
this paper for the definition of autonomy and emergence.

For the modeling of a system in Section 3, we follow the basic ideas of [2]: The
model has a state space and the evolution of the system is the transition between
the different states. The main difference between the definitions in Section 3 and
[2] is the granularity of the view on the system: The concept state in [2] is seen
as a global state of the system and also the transition matrix of the Markov
chain contains the probabilities in this global view of the system. In Section 3 of
this paper, each node of the system has its own stochastic automaton with its
own probability distribution. This local view is important to be able to formally
define properties like the emergence (see Section 5), because in the global view
it would not be possible to define the dependencies in different components of
the system in the current state. Also the differentiation between the information
inside the nodes and the information between different nodes is important for
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the analysis of properties like autonomy. While in [2] the information between
different nodes is just a part of the global state, we seperate this information
from the local states of the objects to be able to measure the information flow
between the nodes. For the formal definition of the concept autonomy we also
need to distinguish user data (data from the environment that is processed by
the system) and control data (data from the environment to change the behavior
of the system). Another difference to [2] is the clock of each node: Here we do
not need a global clock for the whole system, but each node has its own clock.

3 Discrete systems

In this section we give a mathematical definition for modeling discrete systems.
The purpose of the definitions of this section is to be able to describe mathemat-
ically a wide variety of complex systems of the real world. One major demand
for the right definition is that the behavior of each object is affected by the
interaction with other objects. Another demand is that not only deterministic
systems should be considered, but also uncertainty and nondeterminism should
be possible in the model. In the real world, not all properties are known in all
detail (e.g. it would be very difficult to describe a deterministic behavior of an
animal), but there are many things, that can better be described by probabili-
ties. In this section, we use directed multigraphs to model interaction between
objects: Each vertex in the multigraph corresponds to an object and each edge of
the multigraph is used to model the interaction (e.g. transfer of data) between
the objects. To incorporate the external influence of the environment we use
special vertices in the multigraph, where the edges from these vertices represent
the channels for the input into the system, and the edges to these vertices rep-
resent the output of the system. To measure the autonomy of the system, we
distinguish between user data (data from the environment that is processed by
the system) and control data (data from the environment to change the behav-
ior of the system). The behavior of the objects is modeled by finite stochastic
automatons.

Definition 1 A discrete system S = (G, E, C,A, a) consists of

– a finite directed multigraph G = (V,K, τ), where V is the set of vertices, K
is the set of directed edges (loops are also allowed), and τ : K → V 2 assigns
to each edge k ∈ K the corresponding vertices τ(k), where the starting vertex
is also denoted by k− and the ending vertex is denoted by k+. Therefore we
have τ(k) = (k−, k+) for each k ∈ K. For a vertex v ∈ V the set of edges
ending in v is denoted by v− := {k ∈ K | k+ = v} and the set of edges
starting at v is denoted by v+ := {k ∈ K | k− = v}. Analogously for T ⊆ V
the sets T− and T+ are defined by T− :=

⋃
v∈T

v− = {k ∈ K | k+ ∈ T} and

T+ :=
⋃

v∈T

v+ = {k ∈ K | k− ∈ T}.

– a subset of vertices E ⊆ V , which elements are called external nodes. The
other vertices are called internal nodes. The input edges are denoted by I =
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E+ = {k ∈ K | k− ∈ E}. The output edges are denoted by O = E− = {k ∈
K | k+ ∈ E}. All other edges are called internal edges.

– a subset of the input edges C ⊆ I. The elements of C are called control
edges. The other input edges U := I \ C are called user edges.

– a finite set A, which is used as alphabet for communication between the nodes.
– a family a = (av)v∈V of stochastic automatons av = (Av−, Av+, Sv, Pv, dv),

where
• Av− = {(xk)k∈v− | xk ∈ A, k ∈ v−} are the local input values,
• Av+ = {(xk)k∈v+ | xk ∈ A, k ∈ v+} are the local output values,
• Sv is the set of states,
• Pv : Sv × Av− × Sv × Av+ → [0, 1] is a function, such that P (q, x, ·, ·) :

Sv × Av+ → [0, 1] is a probability distribution on Sv × Av+ for each
q ∈ Sv and x ∈ Av−. The value P (q, x, q′, y) is the probability, that the
automaton moves from state q ∈ Sv into the new state q′ ∈ Sv and gives
the local output y ∈ Av+ when it receives the local input x ∈ Av−.

• dv : Sv → R+ is a map, where dv(s) describes the delay between two
pulses of the clock when the automaton is in state s ∈ Sv (there is no
global clock, but each automaton has its own clock).

Figure 1: Example

Let us consider the example in Figure 1: A computer network is used by
some people for collaboration and to build a shared work space. An administra-
tor controls the access to the network and the options for the groupware. In the
corresponding model of Definition 1, the users and the administrator are repre-
sented by external nodes and the computers in the network are represented by
internal nodes. Since the administrator can control the behavior of the system,
we have one control edge. The other external edges are user edges. The inter-
nal nodes represent computers, so the automatons in the model of Definition
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1 are deterministic for these nodes. Nondeterminism can be used to model the
behavior of the users and of the administrator. For the clocks in the automatons
we can choose dv(s) = 1 for each vertex v ∈ V and each state s ∈ Sv, so the
points of time, where events occur, are natural numbers. At each point of time
n ∈ N, the internal nodes receive new data from the external nodes, change their
internal state and send data to other nodes.

For analyzing changes in the system states, we now define the concept of
configurations, which can be seen as a snapshot of the system at a given point
of time.

Definition 2 Let S be a system. A configuration c = (r, cV , cK , D) consists of

– a point of time r ∈ R+
0 ,

– a tuple cV ∈
∏

v∈V

Sv of states, which defines the current states of the automa-

tons,
– a map cK : K → A, which defines the current symbols on the communication

channels,
– a map D : V → R+, where D(v) ≤ dv(cV (v)) describes the length of the

time interval between r and the next pulse of the clock in the automaton av.

For a configuration c = (r, cV , cK , D) and a set T ⊆ K of edges the assignment
cK |T : T → A of the edges in T is also denoted by c|T . The configuration c =
(r, cV , cK , D) is called start configuration, if r = 0 and D(v) = dv(cV (v)) for v ∈
V . An initialization of S is a pair (Γ, PΓ ), where Γ is a set of start configurations
and PΓ : Γ → [0, 1] is a probability distribution on Γ , which describes, with which
probability the system starts in a certain configuration c ∈ Γ . For a configuration
c = (r, cV , cK , D) the duration of c is defined by dc = min{D(v) | v ∈ V }. Let
Nc = {v ∈ V | D(v) = dc} be the set of nodes with the soonest clock pulse
after the point of time r. A configuration c′ = (r′, c′V , c′K , D′) is a successor
configuration of c = (r, cV , cK , D) with probability p ∈ [0, 1] (notation: c →p c′

or P (c → c′) = p) if

– r′ = r + dc,
– c′V (v) = cV (v) for v ∈ V \Nc,
– c′K(k) = cK(k) for k ∈ K with k− ∈ V \Nc,
– D′(v) = D(v)− dc for v ∈ V \Nc,
– D′(v) = dv(c′V (v)) for v ∈ Nc,
– p =

∏
v∈Nc

Pv(cV (v), (cK(k))k∈v−, c′V (v), (c′K(k))k∈v+).

A (finite or infinite) tuple t = (c0, c1, c2, . . .) of configurations is called configu-
ration sequence if for each j ≥ 0 there exists p > 0 with cj →p cj+1. If there
exists a configuration sequence (c0, c1, c2, . . . , cj) from c = c0 to c′ = cj, we also
write c →∗ c′ to indicate that c′ is reachable from c. For an initialization (Γ, PΓ )
we also write Γ →∗ c′ to indicate that c′ is reachable from Γ , i.e. there exists a
configuration c ∈ Γ with PΓ (c) > 0. For a configuration c let succ(c) be a random
variable with the probability distribution P (succ(c) = c′) = P (c → c′) for each
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successor configuration c′ of c. For an initialization (Γ, PΓ ) of the system and a
configuration c let P (Γ →∗ c) be the probability that c is reached from Γ . For
t ≥ 0 define

Γt = {c | Γ →∗ c = (r, cV , cK , D) with r ≤ t < r + D(v) for v ∈ V },

i.e. Γt is the set of all configurations c that may be active at time t. For t ≥ 0 let
Conft be the random variable taking values in Γt with the probability distribution
P (Conft = c) = P (Γ →∗ c) for c ∈ Γt.

For the example of Figure 1, a configuration (r, cV , cK , D) is a snapshot of
the whole network. All information (point of time, state of each computer, state
of each user, state of the administrator, values on the edges, duration until next
clock pulse) is contained in the current configuration. The successor configuration
c′ = succ(c) contains all these information after the next step. If we consider
the behavior of the users as nondeterministic, the successor configuration is not
unique.

In the following sections, we use the concept of configuration to get a formal
definition of autonomy and emergence.

4 Autonomy

To compute the level of autonomy, we compare the information contained in
the control data with the information of the whole system. The information of
data can be quantified by the entropy (see [14], [15]). The entropy can be seen
as a measure of uncertainty: a high entropy for the system means, that we have
nearly no information in advance about a configuration, while a low entropy
means, that nearly all information of the configuration is known in advance. For
the entropy we use the logarithm for the base 2, so it is the average number of
bits, which are needed for an optimal encoding of the information.

Definition 3 For a discrete random variable X taking values from a set W the
entropy H(X) of X is defined by [14]

H(X) = −
∑

w∈W

P (X = w) log2 P (X = w).

For t ≥ 0, the value H(Conft) measures the system entropy at time t, i.e.
H(Conft) is the average number of bits that are needed to encode the information
of the configuration at time t in an optimal way. By restricting the configuration
to a set of edges, we can analogously measure the information of the values on
these edges. For example the control entropy H(Conft |C) is the average number
of bits that are needed to encode the control information.
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Definition 4 Let S be a system and (Γ, PΓ ) be an initialization. For a config-
uration c the level of autonomy of c is defined by3

α(c) = 1− H(succ(c)|C)
H(succ(c)|K)

.

For a point of time t ≥ 0, the level of autonomy at time t is defined by the
weighted mean value of all these autonomy levels of configurations, which may
be active at time t, i.e.4

αt(S, Γ ) =
∑

{P (Γ →∗ c)α(c) | c ∈ Γt}.

For points of time s > r ≥ 0 the level of autonomy of the interval [r, s] is
defined by the mean value of all these autonomy levels in the time interval [r, s],

i.e. α[r,s](S, Γ ) = 1
s−r

s∫
r

αt(S, Γ )dt. The level of autonomy of the system S is

defined by α(S, Γ ) = lim inf
t→∞

α[0,t](S, Γ ).

In this definition the value H(succ(c)|C)
H(succ(c)|K) describes the relation between the

entropy on the control edges and the entropy on all edges: A high value for
this ratio means, that much control data is needed in the configuration c, and
a low value for this ratio means, that the system behaves nearly autonomously
in the configuration c. Therefore α(S, Γ ) measures how much control data is
needed relative to the data on all edges during the whole run of the system.
Since α(S, Γ ) ∈ [0, 1], a level of autonomy with α(S, Γ ) ≈ 1 means, that the
information contained in the control data will be very low, i.e. the system will
behaves autonomously if we wait long enough. A level with α(S, Γ ) ≈ 0 means,
that it needs much control data to keep the system running, i.e. the system
will not be autonomous even if we wait a very long time. Therefore we use the
following definition of autonomous systems:

Definition 5 A system S is called autonomous with respect to an initialization
(Γ, PΓ ), if α(S, Γ ) = 1.

Note that the usage of lim inf in Definition 4 does not imply the convergence
of information of a sample path, it is just the smallest accumulation point of
the mean value α[0,t](S, Γ ) when t goes to infinity. For example if the level of
autonomy αt(S, Γ ) fluctuates uniformly between 0 and 1, then the mean value
α[0,t](S, Γ ) will approximate 1

2 , so α(S, Γ ) = 1
2 .

Concerning the example in Figure 1, the autonomy depends on the behavior
of the administrator. If the administrator only initializes the software and creates
the user accounts, then the users can work with the groupware without further
3 if H(succ(c)|K) = 0 then we define 0

0
:= 0 and α(c) = 1

4 when we write a set after the sum symbol
∑

, it should be considered as a multiset,
i.e. in the following formula a value is added twice if it is contained twice in the
multiset
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input of the administrator, so in this case the system is autonomous. If the
administrator also has to solve some problems of the users, change some options
of the software or create a new user account when a new user joins the working
group, then we have α(S, Γ ) < 1, but since the entropy of all edges of the network
is usually much larger than the entropy for the input of the administrator, the
system is nearly autonomous.

5 Emergence

In some systems, it may happen, that some patterns or properties appear in
the system as a whole, but do not appear in the single components. Such an
appearance is called emergence. This leads to the following definition:

Definition 6 Let S be a system and (Γ, PΓ ) be an initialization. For a point of
time t ≥ 0 the level of emergence at time t is defined by

εt(S, Γ ) = 1− H(Conft |K)∑
k∈K

H(Conft |{k})
.

For points of time s > r ≥ 0 the level of emergence of the interval [r, s] is defined
by the mean value of all these emergence levels in the time interval [r, s], i.e.

ε[r,s](S, Γ ) = 1
s−r

s∫
r

εt(S, Γ )dt. The level of emergence of the system S is defined

by ε(S, Γ ) = lim inf
t→∞

ε[0,t](S, Γ ).

For the level of emergence, the information of all edges is compared to the
information contained in each single edge. Analogously to the level of autonomy,
also the level of emergence is a value in the interval [0, 1]. If at the current point
of time t ≥ 0 there are large dependencies between the values on the single edges
(which can be seen as patterns), the level of emergence is high: εt(S, Γ ) ≈ 1.
If the values of nearly all edges are independent, there will be no pattern, so
the level of emergence is low: εt(S, Γ ) ≈ 0. Therefore ε(S, Γ ) measures the
dependencies occurring during the whole run of the system.

Note that in literature the definition of emergence is not unique. There also
exist some work (see e.g. [16]), where emergence is defined as an unexpected
decrease in relative algorithmic complexity. Here we consider also expected de-
pendency as an emergence.

Concerning the example in Figure 1, the entropy depends on the collabora-
tion: A high collaboration between the users imply more dependencies in the
system than without collaboration, so the level of emergence is in this example
an indicator for the collaboration.

6 Example: Synchronization in Wireless Networks

In this section we apply the definitions for autonomy and emergence to the pro-
cess of self-organized slot-synchronization in wireless networks [17]. We consider
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a set of nodes, each node being able to communicate with some of the other
nodes. The access on the shared medium is organized in time slots. Since there
is no central clock, which defines when a slot begins, the nodes perform a slot
synchronization in a completely distributed manner. An algorithm for this pur-
pose is proposed by Tyrrell, Auer, and Bettstetter in [17]. It is based on the
model of pulse-coupled oscillators by Mirollo and Strogatz [18].

In the latter synchronization model, the clock is described by a phase func-
tion φ which starts at time instant 0 and increases over time until it reaches a
threshold value φth = 1. The node then sends a “firing pulse” to its neighbors
for synchronization. Each time a node receives such a pulse from a neighbor, it
adjusts its own phase function by adding ∆φ := (α− 1)φ + β to φ, where α > 1
and β > 0 are constants.

The system can be formally described as follows. In the system SMS =
(G, E, C,A, a), the graph G describes the connections between the nodes, i.e. a
node v ∈ V is linked by an edge to another node w ∈ V if a direct communication
from v to w is possible. We have no external nodes, so E = Ø = C. For the
alphabet A we only need the values A = {0, 1}, where 0 means “not firing”
and 1 means “firing”. Each automaton av = (Av−, Av+, Sv, Pv, dv) for v ∈ V
describes the behavior of the node v.

Let us first assume the duration dv(s) of one step to be constant for all v ∈ V
and s ∈ Sv. The values of the phase function φ can be stored in the current state
of the automaton av. Let T be the duration of an uncoupled period (i.e. if no
firing of neighbors are received). In each step the current value of the phase
function φ is increased by the constant value δ = dv

T . If some neighbors of v are
firing, further increments of φ have to be done. We use Sv as a discrete subset
of the real interval [0, 1] (note that only finitely many values can be reached
by φ, because the time is discrete). For each state φ ∈ Sv and each local input
x = (xw)w∈v− the automaton av calculates the next value of φ as follows: Let
φ′ := φ + δ + ∆φ ·

∑
w∈v− xw with ∆φ = (α − 1)φ + β. If φ′ < 1 then φ′ is

the new state of av and the local output for every neighbor is 0, otherwise the
new state is 0 and the local output is 1. So we have a deterministic automaton
av = (Av−, Av+, Sv, Pv, dv), where Pv(φ, x, φ′, (0)w∈v+) = 1 for φ′ < 1 and
Pv(φ, x, 0, (1)w∈v+) = 1 for φ′ ≥ 1.

In [17] the pulse-coupled oscillator synchronization model is adapted to wire-
less systems, where also delays (e.g., transmission delay, decoding delay) are
considered. The duration of an uncoupled period is now 2T with T > 0. This
period is divided into four states (see Figure 2). Let γ ∈ [0, 2T ] be a time instant.
Then the node is in a

– waiting state, if γ ∈ [0, Twait) =: Iwait,
– transmission state, if γ ∈ [Twait, Twait + TTx) =: ITx,
– refractory state, if γ ∈ [Twait + TTx, Twait + TTx + Trefr) =: Irefr,
– listening state, if γ ∈ [Twait + TTx + Trefr, 2T ) =: IRx,

where the constants are defined as follows:

– TTx: Delay for transmitting a value,
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– Twait: Waiting delay after the phase function reached the threshold. The
transmission of the firing pulse begins after this delay. The waiting delay is
calculated by Twait = T − (TTx + Tdec), where Tdec is the delay for decoding
the received value.

– Trefr: Refractory delay after the transmission of the firing pulse to avoid an
unstable behavior.

Figure 2: State diagram

Let TRx = 2T − Twait − TTx − Trefr be the duration of an uncoupled listening
state. We assume that each of these durations Twait, TTx, Trefr, TRx is less than
T . The listening state is the only state, in which firing pulses from the neighbors
can be received and decoded, and the phase function is changed only during the
listening state.

Now we describe this network as a discrete system S = (G, E, C,A, a). For
the alphabet we use again the values 0 (not fired) and 1 (fired). The states
Sv of the automaton av = (Av−, Av+, Sv, Pv, dv) for v ∈ V can be used to
store the current value of the phase function, information about the current
position during period 2T , and information about received firing pulses. We
assume dv < min(TTx, Tdec, Twait, Trefr) and that the value dv(s) is constant for
each state s ∈ Sv, but it needs not be constant for each node v ∈ V . A state
s ∈ Sv is a triple s = (φ, γ, D), where φ ∈ [0, 1] is the current value of the phase
function, γ ∈ [0, 2T ] is the time elapsed since the last firing and D = (Dw)w∈v−
are the decoding delays for the received firing pulses of predecessor nodes, i.e.
during the transmission of the firing pulse from a predecessor w ∈ v− the value
Dw is initialized by Tdec, and after the end of the transmission, Dw is decreased
in each step until Dw reaches 0. Then the phase function is adjusted by adding
∆φ to φ like above. If no firing pulse is received, then the phase function is
increased by δ = dv

TRx
in each step until φ reaches the threshold φth = 1. We

get a deterministic automaton av with Pv((φ, γ, D), x, (φ′, γ′, D′), z) = 1 for the
following cases:
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For γ ∈ Iwait: For γ ∈ IRx:
φ′ = 0 φ′ = φ + δ + ∆φ · |{w ∈ v − : 0 < Dw ≤ dv}| with δ = dv

TRx

γ′ = γ + dv γ′ =
{

γ + dv for φ′ < 1
0 for φ′ ≥ 1

D′ = (0)w∈v− D′
w =

{
Tdec for xw = 1
max(0, Dw − dv) for xw = 0

z = (0)v∈v+ z = (0)v∈v+

For γ ∈ ITx: For γ ∈ Irefr:
φ′ = 0 φ′ = 0
γ′ = γ + dv γ′ = γ + dv

D′ = (0)w∈v− D′ = (0)w∈v−
z = (1)w∈v+ z = (0)w∈v+

Starting at γ = 0, the automaton av goes through the different states: Wait-
ing state, transmission state, refractory state and listening state. Note that the
duration of one period usually is less than 2T , because each firing pulse of a pre-
decessor node, which is received and decoded during the listening state, shortens
the period by increasing the phase function φ.

Simulation results in [17] show that during the run of the system, groups of
synchronizations are built, i.e. inside each group we have good synchronization
(each node of the group fires at nearly the same time like the other nodes of the
group), and if we wait long enough, then there are only two groups left firing T
time units apart from each other. For the system SMS it can be shown (see [17],
[18]), that the system always converges to a state, in which all nodes fire at the
same time.

We now apply our definitions of the previous sections. Both synchroniza-
tion systems SMS and S are autonomous because there are no external nodes.
According to the emergence, we note that the behavior of the automatons is
deterministic. Let Γ be a set of start configurations with a given distribution
(e.g. random uniform distribution). In both systems SMS and S we get high
dependencies between the values on the edges if we wait for a long time, so we
have a high emergence: ε(S, Γ ) ≈ 1 and ε(SMS , Γ ) ≈ 1.

7 Discussion of the results

The main result of this paper is, that we get a formalism to analyze complex
systems with respect to emergence and autonomy. While the previous work in
literature does not define, how to compute the level of emergence and the level of
autonomy of a given system, this paper gives formal definitions of these concepts.

These definitions can be applied as follows: Assume that we have a real world
system and we would like to analyze this system with respect to self-organizing
properties. Then we first create the model with the definitions of Section 3:
We use a multigraph to model the objects in the real world system and we use
stochastic automatons for modeling the behavior of the objects. In this model we
can apply the definitions of Section 4 and 5. With Definition 4 we get the level
of autonomy α(S, Γ ) of the modeled system. A large value for this level means,
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that the system is nearly autonomous and a low value for this level means,
that much data is needed from the environment to control the system. With
Definition 6 we get the level of emergence of the system. A large value for this
level means, that global patterns appear in the system in form of dependencies
in the communication between the nodes and a low value for this level means,
that there are nearly no global patterns. Since autonomy and emergence are two
of the main properties of self-organization, these levels are also indicators for the
degree of self-organization: A self-organizing system cannot have a low level of
autonomy or a low level of emergence.

The examples in this paper show, that even if the system is too large to
compute the levels of autonomy and emergence exactly, the definitions can still
be useful to get an approximation of these levels.

Also for the design of a new system the definitions might be useful, since they
can give hints, how to design better self-organizing systems. For example if we
see, that we need some data to control the behavior of some nodes, Definition 4
tells us, that we should try to produce this control data in an internal node of
the system, since the level of autonomy would increase in this case. According
to the definition of the level of emergence, the situation might be more difficult:
When we design a new system, each object of the system is designed locally, but
emergence is a global property which usually cannot be seen directly from the
local behavior of each object. But Definition 6 still might help us for the design
of the system: During the design, we could calculate the level of emergence for
different variants of the system (e.g. by changing some system parameters) and
from the results we see which variant gives us a high emergence in the system.

The formalism of this paper could be applied to many self-organizing appli-
cations [12]:

– Multi-agent systems: A multi-agent system could consist of some robots or
some software applications. Each agent has some rules for defining its be-
havior and different agents can communicate with each other (e.g. for coop-
eration) and with the environment. In such a multi-agent system, Definition
4 can be used to compute the level of autonomy. Obviously, a high level of
autonomy is desirable, because then the agents need nearly no control from
the users, so the users are released from work. The level of emergence is an
indicator for the cooperation between the agents. This could be synchroniza-
tion like in Section 6 or any other global pattern, which is induced by the
local interactions between the agents.

– Network security: Mobile agents can be used to build intrusion detection
systems and intrusion response systems. These agents can sense network
conditions and they are able to load dynamically new functionality into other
network nodes. They can work autonomously without a centralized control.
In case of an intrusion, the intrusion response systems will be loaded into the
nodes for providing appropriate response. This can be seen as an emergent
behavior of the system: There are many dependencies in the communications
between the nodes, so we have a high level of emergence.
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In [12] there are also many other applications mentioned, where the definitions of
this paper could be applied for the analysis of self-organizing properties: Sensor
networks, web communities, robots, business process infrastructures and many
more.

8 Conclusion

In this paper we described how discrete complex systems can be modeled by
multigraphs with stochastic automatons. For the two main properties of self-
organizing systems, a mathematical definition has been given:

– autonomy
– emergence

For each system, the level of autonomy indicates, how much external data is
needed to control the system and the level of emergence indicates, how many
patterns in form of dependencies between the transmitted data between the
nodes appear.
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