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Abstract. For analyzing properties of complex systems, a mathematical
model for these systems is useful. In micro-level modeling a multigraph
can be used to describe the connections between objects. The behavior of
the objects in the system can be described by (stochastic) automatons.
In such a model, quantitative measures can be defined for the analysis of
the systems or for the design of new systems. Due to the high complexity,
it is usually impossible to calculate the exact values of the measures, so
approximation methods are needed. In this paper we investigate some
approximation methods to be able to calculate quantitative measures in
a micro-level model of a complex system. To analyze the practical us-
ability of the concepts, the methods are applied to a slot synchronization
algorithm in wireless sensor networks.
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1 Introduction

Self-organizing systems provide mechanisms to manage themselves as much as
possible to reduce administrative requirements for users and operators. Since
such systems are usually very complex, mathematical models are used for the
analysis of the systems and for the design of new systems. In micro-level modeling
the behavior of each entity of the system and the communication between the
entities are described. Macro-level modeling uses the technique of aggregation to
derive a model for the system variables of interest. Each macro-state can be seen
as an equivalence class of micro-states. Quantitative measures [1] [2] can be used
as a link from micro-level modeling to macro-level modeling. These measures
are defined in a micro-level model and they measure a global property of the
system. The dynamic change of the values of the measures during the time
yields a macro-level model. These measures allow the analysis of the existing
systems with respect to self-organizing properties like autonomy or emergence
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and to optimize some system parameters with respect to a given goal. Also for
the design of new systems the measures can help to compare different rule sets
or different system parameters for optimization. Further discussions about the
importance of quantitative measures can be found in [1], [2]. A practical example,
where a quantitative measure is used for an optimization of system parameters
in an intrusion detection system can be found in [3].

Unfortunately, many systems are too complex to be able to calculate the
exact values of the quantitative measures, because the measures usually consider
the global state space, which grows exponentially with the number of entities.

This paper investigates some approximation methods for the calculation of
quantitative measures. Section 2 gives an overview of the related work and Sec-
tion 3 recalls the micro-level model of [2] for complex systems. In Section 4 some
approximation methods for quantitative measures are explained. In Section 5
we investigate, how the approximation methods can be used for the calculation
of the quantitative measures for emergence, target orientation and resilience. In
Section 6, we apply the approximation methods to the model of slot synchroniza-
tion in wireless networks, which was defined in [1], [2]. Section 7 contains some
discussions and advanced conclusions of the methods described in this paper.

2 Related work

In the last years, much research has been done in the field of self-organizing sys-
tems. The main properties of self-organizing systems [4] [5] are self-maintenance,
adaptivity, autonomy, emergence, decentralization, and optimization. A non-
technical overview of self-organization can be found in [5]. Other definitions
and properties of self-organizing systems can be found in information theory [6],
thermodynamics [7], cybernetics [8], [9], [10] and synergetics [11]. [12] gives a de-
scription of the design of self-organizing systems. [13] gives a systematic overview
on micro-level and macro-level modeling formalisms suitable for modeling self-
organizing systems. A survey about practical applications of self-organization
can be found in [14]. For modeling continuous self-organizing systems and a
comparison between discrete and continuous modeling see [15]. Quantitative
measures of autonomy, emergence, adaptivity, target orientation, homogeneity,
resilience and global-state awareness, can be found in [1], [2], [13], [16] and [3].
Other approaches to quantitative emergence are given in [16] and [17]. In [16]
emergence is defined as an entropy difference by considering the change of order
within the system. [17] analyses and improves this approach by introducing a
multivariate entropy measure for continuous variables, and by using different
divergence measures for the comparison of the corresponding density functions.
The Parzen window approach, which is used in this paper, was also used in [17]
as an estimation method for the density functions.

In this paper we use the definition of emergence of [1], which measures de-
pendencies between communications in the system. The methods of [1], [2] for
discrete micro-level modeling with stochastic automatons are also used in this
paper. The major drawback of the measures defined in [1], [2] was, that the



state space in practical applications is usually too large to be able to calculate
the measures analytically. This paper contributes to this problem: We analyze
different approximation methods with respect to usability for the approximation
of quantitative measures in complex systems.

3 Discrete micro-level model

For modeling discrete systems, we use the methods of [2], which are based on
the ideas of [5]: The topology of a system is represented by a multigraph G,
where V is the set of vertices and K is the set of directed edges. The behavior
of each entity v ∈ V is described by a stochastic automaton av, which has a set
of internal states Sv and uses an alphabet A of symbols to communicate with
the automatons of other nodes by sending a symbol through an edge k ∈ K
to a successor node. Since the automaton does not need to be deterministic,
probability distributions are used to describe the outputs and the state transition
function of each stochastic automaton. The influence of the environment on the
system can be modeled by special vertices (external nodes) in the multigraph
[2]. With these concepts micro-level models can be built for a wide variety of
complex systems of the real world, e.g. systems that appear in biology, physics,
computer science or any other field. Assume that we would like to analyze a
system, e.g. a computer network. Then each node of the network corresponds to
a vertex of the multigraph. If one node of the network is able to communicate
with another node, then we draw an edge between the vertices in the graph. The
behavior of each node is modeled by a stochastic automaton, which describes,
how the internal state changes for each input, which it gets from the other nodes.

When we consider the global view on the system at a point of time, then
we see a current local state inside each automaton and a current value on each
edge, which is transmitted from one node to another node. Such a global view is
called configuration. It represents a snapshot of the system. For a configuration
c and a set T ⊆ K of edges the assignment of the edges in T in the configuration
is also denoted by c|T .

To analyze the behavior of a system, we initialize it at time t0 = 0 by choosing
a start configuration c0 ∈ Γ , where Γ is the set of all possible start configurations
and PΓ (c) is the probability, that c ∈ Γ is used for the initialization of the system.
Then the automatons produce a sequence c0 → c1 → c2 → . . . of configurations
during the run of the system. Since the automata and the initialization are not
deterministic, the sequence c0 → c1 → c2 → . . . is not uniquely determined by
the system, but it depends on random events. So for each time t ≥ 0, we have
a random variable Conft, which describes, with which probability P (Conft = c)
the system is in a given configuration c at time t.

For measuring the information in a system we use the statistical entropy: For
a discrete random variable X taking values from a set W the entropy H(X) of
X is defined by [18]

H(X) = −
∑
w∈W

P (X = w) log2 P (X = w).



The entropy measures, how many bits are needed to encode the outcome
of the random variable in an optimal way. For example, the entropy H(Conft)
measures the amount of information contained in the configuration of the system
at time t. The entropy H(Conft|K) measures the amount of information, which
is communicated between the entities at time t.

4 Methods for approximations

For the analysis of global properties of the system, quantitative measures can
be used. Unfortunately, entropies of global random variables like H(Conft) are
difficult to calculate analytically, because complex systems have a huge global
state space: The set of all configurations grows exponentially with the number of
the entities in the system. Therefore we need methods to approximate the needed
values. We can use simulation runs to be able to approximate probabilities and
entropies. Let R be the number of simulation runs. Each simulation run leads to
a time series, which is the configuration sequence c0 → c1 → c2 → . . . produced
by the simulation run. Then the probability of a value a ∈ A on a single edge
k ∈ K at time t ≥ 0 can be approximated by the relative frequency relt,k,a,
which is the number of time series, which contains the value a on the edge k at
time t, divided by R:

P (Conft|{k} = a) ≈ relt,k,a :=
1

R
· rt,k,a

rt,k,a := |{s : s is a time series with Conft|{k} = a}|

Unfortunately, this method is still too complex for probabilities of global valu-
ations like P (Conft = c) or P (Conft|K = a) for a ∈ AK . The range of values
for these random variables is too large, so the relative frequencies received from
simulation runs are too inaccurate for the approximation of probabilities. For
such global probabilities, we investigate three different approximation methods:

1. Classification
The probability space is divided into different classes. The relative frequency
for each class is calculated by considering the time series. The probability
for a single element of the class can be approximated by the relative fre-
quency of the class divided by the size of the class. For P (Conft|K = a) the
classification can be done by choosing a subset K0 ⊆ K and build |A||K0|

equivalence classes [b] := {a ∈ AK : a|K0
= b} for b ∈ AK0 , where the size

of each class is |[b]| = |A||K|−|K0|. Now the relative frequencies relt,K0,[b] are
calculated for each class [b] and the probability P (Conft|K = a) is approxi-
mated by P (Conft|K = a) ≈ 1

|[b]| · relt,K0,[b] for b = a|K0 . Analogously this

concept can be used for the approximation of P (Conft = c): In this case we
do not only consider the valuations c|K of edges but also the internal states
of the nodes. The classification can be done by choosing a subset V0 ⊆ V
of nodes and a subset K0 ⊆ K of edges. Then each class is characterized
by a valuation b : K0 → A of K0 and the states g ∈

∏
v∈V0

Sv of the nodes



v ∈ V0. The number of equivalence classes is AK0 ·
∏
v∈V0

|Sv|. For example, if

we have A = {0, 1} and a single edge K0 = {k} and V0 = Ø, then we have
two equivalence classes of configurations: In the first class are all configura-
tions c with cK(k) = 0, and in the second class all configurations have the
value 1 on k. After calculating the approximations of the probabilities, we
get an approximation of the entropies. For the entropy H(Conft |K) of the
edge valuations we have

H(Conft |K) = −
∑
a∈AK

P (Conft |K = a) log2 P (Conft |K = a)

= −
∑

[b]class

∑
a∈[b]

P (Conft |K = a) log2 P (Conft |K = a)

≈ −
∑

[b]class

∑
a∈[b]

1

|[b]|
· relt,K0,[b] log2

(
1

|[b]|
· relt,K0,[b]

)

= −
∑

[b]class

relt,K0,[b] log2

(
1

|[b]|
· relt,K0,[b]

)

A similar formula can be obtained for the approximation of the entropy
H(Conft), where the classes are defined not only by edge valuations but also
by some internal states of some nodes. Note that this approximation method
for H(Conft |K) and H(Conft) is also efficient for a large number of classes
(low size of each class [b]), since only the summands with relt,K0,[b] 6= 0 have
to be taken into account.

2. Parzen window approach
For a random variable X with a sample set W = {w1, . . . , wR} ⊆ Rdim
(observations of X) we can use the kernel density estimator based on a
Gaussian kernel [17], [19]

p(a) =
1

R

R∑
j=1

1

(2πh2)dim/2
exp(−1

2

dist(a,wj)
2

h2
)

with

dim = dimension of the random variable X

a ∈ Rdim

p(a) : approximation of the density of X at a

R : number of samples for X

dist(a,wj) : Euclidean distance between a and wj

h : user-defined parameter [20] for changing variance and bias

By integrating over the density function p, we can calculate probabilities
for the random variable X. But in our case, we consider discrete systems,



so the random variables (e.g. Conft) are discrete. If we assume that the
random variable only yields integer values for each component (i.e. X ∈
Zdim), then we can use P (X = c) = P (dist∞(X, c) ≤ 1

2 ) for the approx-
imation, where dist∞(a, b) = max{|ai − bi| : i = 1, 2, . . . , dim} of vec-
tors a, b ∈ Rdim is the distance induced by the maximum norm on Rdim.
Since the set {a | dist∞(a, c) ≤ 1

2} is a hypercube of size 1, the value
P (dist∞(X, c) ≤ 1

2 ) can be approximated directly with the density func-
tion p, i.e. P (X = c) ≈ p(c). This approximation can then be used to get
approximations of the entropies H(Conft) and H(Conft |K).

3. Restriction of the set of initial configurations
When we have a system, in which large parts are deterministic, then a re-
striction of the set of the initial configurations reduces the complexity. Let
Γ0 ⊆ Γ be a set of initial configurations. Then the time series are received
from simulation runs starting in Γ0. If all automatons are deterministic, two
simulation runs with the same initial configuration c0 ∈ Γ0 would lead to the
same time series, so for each initial configuration c0 at most one simulation
run is needed. If some automata are stochastic, the same initial configu-
ration might lead to different time series. The entropy H(Conft |K) (and
analogously H(Conft)) can then be derived by using the relative frequency
relt,a of a value a ∈ AK at time t as an approximation for the probability
P (Conft |K = a):

H(Conft |K) = −
∑
a∈AK

P (Conft |K = a) log2 P (Conft |K = a)

≈ −
∑
a∈AK

relt,a log2 relt,a

As for the method of classification, this sum can efficiently be calculated,
since only the summands with relt,a 6= 0 have to be taken into account.

5 Quantitative measures

In this section we investigate some quantitative measures for global properties,
which have been proposed in [1], [2] and [13]. In the following, let S be a system
and (Γ, PΓ ) be an initialization.

Emergence
The level of emergence measures global patterns in the system by considering
the dependencies between the valuations of different edges. For a point of time
t ≥ 0 the level of emergence at time t is defined by [1]

εt(S, Γ ) = 1− H(Conft |K)∑
k∈K

H(Conft |{k})
.

The level of emergence is always a value in the interval [0, 1]. If at the
current point of time t ≥ 0 there are large dependencies between the values on



the single edges (which can be seen as patterns), the level of emergence is high:
εt(S, Γ ) ≈ 1. If the values of nearly all edges are independent, there will be
no pattern, so the level of emergence is low: εt(S, Γ ) ≈ 0. Therefore the map
t 7→ εt(S, Γ ) measures the dependencies occurring during the whole run of the
system.

To be able to approximate the values H(Conft |{k}), we use the relative fre-
quencies of the values in the time series for the approximations of P (Conft |{k} =
a) for a ∈ A. We have the approximation (see Section 4)

P (Conft |{k} = a) ≈ relt,k,a =
rt,k,a
R

,

where R is the number of all time series. For the approximation of H(Conft |K)
we can apply the methods of section 4. This leads to an approximation of the
level of emergence. In Section 6 we will calculate the level of emergence for an
example system, and in section 7 we will discuss the results.

Target orientation
Before a new system is designed, we have the goal of the system in our mind:
The system should fulfill a given purpose. The behavior of each node is defined
in such a way, that this goal is reached, so the design of a system needs a target
orientation. To measure the target orientation, a valuation map b : Conf → [0, 1]
for the configurations can be used to describe which configurations are “good”: A
high value b(c) ≈ 1 means that the configuration c is a part of our goal which we
had in mind during the design of the system. For a point of time t ≥ 0 the level
of target orientation [2] of S at time t is defined by TOt(S, Γ ) = E(b(Conft)),
where E is the mean value of the random variable. The level of target orientation
measures the valuations b(c) of the configurations during the run of a system.

Assume that we have R time series received from simulation runs. Then

we get the approximation TOt(S, Γ ) ≈ 1
R

R∑
j=1

b(Conft,j), where Conft,j is the

configuration of the j-th simulation run at time t.

Resilience
To measure the resilience of a system, an automaton Zθ,v can be used to describe
the malfunctioned behavior of a node v. In a computer network, this behavior
could be caused by hardware failure or it could be the behavior of an intruder.
The system is resilient if despite the malfunctioned nodes the system still runs
through many “good” configurations. Let Θ be a set and pΘ : Θ → [0, 1] be
a probability distribution. Let Z = (Zθ,v)θ∈Θ,v∈V be a family of stochastic au-
tomatons. For θ ∈ Θ let Sθ be the system S after replacing av by Zθ,v for

all v ∈ V . Let (ΓS
θ

, P
ΓSθ ) be an initialization of Sθ. Let Confθ be the set

of the configurations of Sθ. Let b = (bθ)θ∈Θ be a family of valuation maps
bθ : Confθ → [0, 1] for the configurations. For a point of time t ≥ 0 let ConfΘt
be the random variable, which applies the random variable Conft in the system
Sθ after choosing θ ∈ Θ randomly according to the probability pΘ. The level
of resilience [2] of S at time t is defined by Rest(S, Γ ) = E(b(ConfΘt )), where
E is the mean value of the random variable. Therefore the system is resilient



if despite the malfunctioned nodes the system still runs through many “good”
configurations.

As for the level of target orientation, we get the approximation Rest(S, Γ ) ≈
1
R

R∑
j=1

b(ConfΘt,j), where ConfΘt,j is the configuration of the j-th simulation run in

the changed system at time t.

6 Slot synchronization in wireless networks

In this section we apply the methods of the previous sections to a self-organized
slot-synchronization algorithm in wireless networks [21]. The access to the wire-
less medium is organized in time slots. The distributed algorithm for slot-syn-
chronization is based on the model of pulse-coupled oscillators by Mirollo and
Strogatz [22].

In the latter synchronization model, the clock is described by a phase func-
tion φ which starts at time instant 0 and increases over time until it reaches a
threshold value φth = 1. The node then sends a “firing pulse” to its neighbors
for synchronization. Each time a node receives such a pulse from a neighbor, it
adjusts its own phase function by adding ∆φ := (α− 1)φ+ β to φ, where α > 1
and β > 0 are constants.

In [21] the pulse-coupled oscillator synchronization model is adapted to wire-
less systems, where also delays (e.g., transmission delay, decoding delay) are
considered.

The discrete micro-level model is described in [1], so we omit the definition
of the model here.

Now we compare the results of the quantitative measures calculated by the
different approximation methods described in section 4. For each case, we used a
complete graph G with 30 nodes with the parameters, which had also been used
for the analysis in [21]. Starting from a random initialization, the synchronization
usually takes about 500-800 time steps, so for our analysis we use a point in time
t, which is greater than 800, such that the nodes have already been synchronized.

Concerning the level of target orientation of S, the good configurations are
those, where nearly all nodes work synchronously, so for the valuation b of the
configurations we measure the slot distances1 distc(v, w) for v, w ∈ V in each
configuration c. The slot distance is the amount of time elapsed between the
beginning of the slot of one node and the beginning of the slot of the other node.

The valuation is given by b(c) = 1 −
∑

v,w∈V
distc(v,w)

|V 2|·T/2 , where T is the length of a

slot. The mean value TOt(S, Γ ) = E(b(Conft)) is approximated by the relative

frequencies TOt(S, Γ ) ≈ 1
R

R∑
j=1

b(Conft,j) as described in Section 5. For R = 300

simulation runs, the result is TOt(S, Γ ) ≈ 0.996, so the system has a very high
level of target orientation: After the groups of synchronizations are built, the

1 see [2]



slot distances are zero for almost every pair of nodes, so TOt(S, Γ ) ≈ 1 and
therefore the system is target oriented.

Now we consider the level of resilience with respect to an intruder at a node
v0 ∈ V , who wants to disturb the communication. In this case, the parameter set
Θ can be used to describe the behavior of the intruder. Here we useΘ as a discrete
subset of R+, where θ ∈ Θ is the duration between two consecutive pulses, that
the intruder sends periodically to the neighbors. The system Sθ is the system S
after replacing the automaton av0 by Zv0 and leave all other automatons as they
are: Zv = av for v 6= v0. The good configurations are those, where all other nodes

are synchronized: bθ(c) = 1 −

∑
v,w∈V \{v0}

distc(v,w)

|(V \{v0})2|·T/2 . For the complete graph with

the parameters, which have already been used above for the target orientation,
we calculated the level of resilience with the approximation method of Section 5:

Rest(S, Γ ) ≈ 1
R

R∑
j=1

b(ConfΘt,j). For Θ = {60, 80} and R = 300 the approximated

level of resilience is

Rest(S, Γ ) ≈ 1

R

R∑
j=1

b(ConfΘt,j) ≈ 0.988

Therefore the system in this model has a high level of resilience with respect to
an intruder, which periodically sends pulses.

Concerning the level of emergence we measure the dependencies between the
communications in the system:

εt(S, Γ ) = 1− H(Conft |K)∑
k∈K

H(Conft |{k})
.

Each pulse is represented by the value Conft |{k} = 1 on the edge k, and the value
0 is used, if no pulse is sent. The valuesH(Conft |{k}) can be approximated by the
relative frequencies of the values in the time series. For the complete graph with
30 nodes we have |K| = 870, so for the calculation of H(Conft |K) there exist
2870 different edge valuations, which is much too large to be able to calculate
the entropy analytically. Therefore we apply the three approximation methods
mentioned in Section 4. Let us first consider the classification of nodes. Since all
elements a ∈ [b] of an equivalence class get the same probability P (Conft|K =
a) ≈ 1

|[b]| ·relt,K0,[b] for b = a|K0
, this methods leads to an increase of the entropy:

The relative frequency relt,K0,[b] is equally distributed under the elements of [b],
while in the time series the random variable Conft|K might hit some elements
of [b] more than one time, while other elements do not appear at all as values of
Conft|K . Therefore this approximation leads to a value 1

|[b]| · relt,K0,[b], which is

higher than the exact value P (Conft|K = a), where the error depends on the size
of the classes: The larger the classes [b], the higher is the approximated value.
Table 1 shows the approximations of the level of emergence at time t = 1000 in
dependency of the parameter |K0| with R = 300 simulation runs. For small sets



|K0| 870 860 700
|[b]| 1 210 2170

εt(S, Γ ) 0.988 0.980 0.773
Table 1. Approximation of the level of Emergence by classification

K0, this method leads to a negative level of emergence, so this approximation
method is not useful in this case.

A similar problem appears for the Parzen window approach discussed in
section 4: In this case the probabilities are not equally distributed, but the
entropy is increased anyhow, because the Gaussian kernel leads to an entropy,
which is higher than the exact value of H(Conft |K). But an increase in the
parameter h leads to a decrease in the entropy H(Conft |K), so the level of
emergence εt(S, Γ ) grows with increasing h. Therefore, the right parameter h
has to be found to get a good approximation with the Parzen window approach.
Table 2 shows the approximations of the level of emergence at time t = 1000 in
dependency of the parameter h with R = 300 simulation runs. Note that a small
change in the parameter h has a large impact on the result.

h 0.478 0.479 0.4795 0.48

εt(S, Γ ) 0.778 0.956 0.981 0.991
Table 2. Approximation of the level of Emergence by Parzen window

Concerning the methods of the restriction of initial configurations, we choose
a set |Γ0| of initial configurations and use the time series of R = |Γ0| simulation
runs. The entropy H(Conft |K) grows with the size |Γ0|, so the level of emergence
εt(S, Γ ) decreases with increasing |Γ0|. Table 3 shows the results in dependency
of the number |Γ0| of the used initial configurations.

|Γ0| = R 10 1000 2000

εt(S, Γ ) 0.99 0.984 0.982
Table 3. Approximation of the level of Emergence by restriction of initial configura-
tions

7 Discussion of the results

Quantitative measures can be defined for the analysis of existing systems and for
the design of new systems. Due to the high complexity, it is usually impossible to



calculate the exact values of the measures. The main result of this paper is, that
we get approximation methods to be able to calculate quantitative measures in
self-organizing systems. We investigated different methods for approximations:

– Mean values E(X) of random variables can be approximated by calculating
the arithmetic mean value of the samples received from simulation runs.

– Entropies H(X) of random variables are based on probabilities P (X = w)
for the values of the random variable, so each method for the approximation
of the probabilities leads to an approximation method for the entropy.

– Probabilities P (X = w) of values for random variables can be approximated
by relative frequencies. For random variables with a small range of values,
this method usually gives good approximations of the probability, while for
random variables with a large range of values, other methods are needed,
since the relative frequency for all values w might be very low.

• Classification
By choosing a classification on the probability space, the problem is
reduced to a smaller set of classes, but with a lower accuracy of the result.
Since the probabilities are stretched through the elements of the classes,
we get a higher entropy. The larger the classes, the more inaccurate is
the result for the quantitative measure.

• Parzen window approach
An approximation of the density function is derived from the sample
values of the random variable by using the Gaussian kernel. The main
problem with this approach is to estimate the parameter h for the density
function, which is usually not known in advance. A small change in the
parameter may lead to a large change in the result of the quantitative
measure.

• Restriction of initial configurations
By choosing a subset of initial configurations, the accuracy of the ap-
proximation of the probabilities with relative frequencies might be in-
creased, especially if large parts of the system are deterministic. Con-
sider for example the approximation of Conft |K for some t > 0 by using
the relative frequencies of valuations a : K → A for the probability
P (Conft |K = a). If arbitrary initial configurations are used, then it
might happen that the random variable Conft |K takes R different val-
ues in the R simulation runs, which leads to two different values for the
probability: P (Conft |K = a) = 1

R if a is reached in a simulation run at
time t and P (Conft |K = a) = 0 otherwise. By restricting the set of initial
configurations, a valuation a might be reached in more than one simu-
lation run, so different relative frequencies can be distinguished, which
might lead to a better estimation of the entropy than the binary informa-
tion “a is reached” or “a is not reached”. For systems, where nearly all
automatons are nondeterministic, the advantage of this method is very
limited, since the problem remains the same: The relative frequencies for
all values w might be very low.



These results about the different analysis methods are also confirmed by the
case study in Section 6:

– The approximation of the mean value for the target orientation leads to a
very high value TOt(S, Γ ) ≈ 0.996, which is very close to the exact value,
because the slot distances are zero for almost every pair of nodes after the
groups of synchronizations have been built.

– For the approximated value Rest(S, Γ ) ≈ 0.988 for the resilience it may be
difficult to estimate the exact value, but intuitively it is clear that a single
malfunctioned node has only few influence on the whole network with 30
nodes, which form a complete graph, so synchronization between the normal
nodes should still be possible, and we can assume that also in this case the
exact value for the level of resilience is near 1, so the approximated value
has a high accuracy.

– Concerning the emergence, the results are much worse: The values in table
1 indicate, that large classes lead to a decrease of the approximation of the
level of emergence, while small classes are useless, because probabilities can
not be well approximated by relative frequencies, if some classes are only
reached few times in the simulation runs. Table 2 shows that an inaccurate
estimation for the parameter h in the Parzen window approach leads to
completely different results for the level of emergence. For the method of the
restriction of initial configurations, we used R = |Γ0| in Section 6 because
all automata are deterministic, so the time series is uniquely determined by
the initial configuration.

Table 4 summarizes the advantages and the problems of these methods.

Method Advantage Problems

Classification Reduction of state space Large classes lead to inaccu-
rate results

Parzen window ap-
proach

Efficient calculation Parameter h needs to be
known in advance

Restriction of initial
configurations

Reduction of relevant states For accurate results many
initial configurations are
needed

Table 4. Approximation methods for entropy based measures

All approximation methods discussed in this paper are based on time series:
By using simulation runs, time series consisting of the configuration sequences
can be obtained. Instead of calculating the measures analytically in the model,
it is possible to get approximations of the measures directly from the set of
time series. Since the model is not needed anymore, this can be generalized to
arbitrary time series of configurations: For each set of configuration sequences,
the quantitative measure, which were defined analytically in [1], [2] only for the



model, can be approximated by considering only the time series. This allows the
usage of experimental data from the real world without the need of the model:
By measuring the parameters of interest in the real world system, we get some
time series, which can be used for the calculation of the quantitative measures.
This fact helps to evaluate existing systems and to compare different systems
or different system parameters with respect to self-organizing properties. The
results of these evaluations can be used to improve the existing system.

The methods discussed in this paper can be easily applied for other quanti-
tative measures, which have been defined in literature [1] [2] [3]:

– The level of homogeneity [2] is calculated from the entropies of local con-
figurations of each node v, i.e. the information visible at v. Therefore each
approximation method for the entropy discussed in Section 4 can be used
for an approximation of the level of homogeneity.

– The level of autonomy [1] is calculated from the entropy of the successor
configuration at the current point of time. Therefore each approximation
method for the entropy discussed in Section 4 can be used for an approxi-
mation of the level of autonomy.

– The level of adaptivity [2] is calculated with respect to valuation maps bθ :
Confθ → [0, 1], which describe (like for the measure of resilience) which
configurations are good and which configurations are bad. As in the case of
resilience and target orientation, the mean values of the random variables
can be approximated by calculating the arithmetic mean value of the samples
received from the simulation run.

– The level of global-state awareness [3] is calculated from the entropy of a ran-
dom variable describing an equivalence class of initial configurations. There-
fore each approximation method for the entropy discussed in Section 4 can
be used for an approximation of the level of global-state awareness.

8 Conclusion and future work

In this paper we investigated some approximation methods to be able to cal-
culate quantitative measures in a micro-level model of a complex system. The
approximation methods are based on time series which can be received from
simulation runs of the system. To analyze the practical usability of the concepts,
we applied the methods to a slot synchronization algorithm in wireless sensor
networks. The main goal of our contribution is to analyze different approxima-
tion methods for different quantitative measures with respect to usefulness for
practical applications. The case study investigated in Section 6 shows that the
measures, which are not based on entropy but on the mean value of random
variables, can be well approximated by the methods discussed in this paper.
This fact holds especially for the resilience and target orientation. In the case
study, a practical application could for example be the optimization of the sys-
tem parameters α, β in the synchronization algorithm for adjusting the phase
function φ. The level of target orientation (and analogously for resilience) can
be calculated for different values for these parameters to find the optimal values.



Another practical application can be found in [3]: The quantitative measure for
global state awareness is used to optimize the system parameters of an intrusion
detection system.

For measures, which are based on entropies of global properties of the system,
the large range of values of the random variables might lead to inaccurate results.
These problems are not limited to the investigated example, but appear for many
other applications. One possible solution for the method of classification is the
choice of “good” classes, where the probability distribution inside each class is
nearly uniform, which would lead to more accurate results for the entropy. The
characterization of such classes and methods for finding them is left for future
work.
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