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TAI: A Threshold-based Anonymous Identification
Scheme for Demand-Response in Smart Grids
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Abstract—Smart grids offer benefits compared to the current
power grid by using technologies such as AMI and demand-
response schemes. However, the introduction of these technologies
also leads to challenges in the areas of privacy and identification
of disobedient users. Current solutions to these challenges heavily
rely on a trusted third party, which may lead to scenarios
where the privacy of obedient consumers cannot be preserved.
To tackle these concerns, anonymity provides a promising ap-
proach to obviating privacy preservation in smart grids. In
this paper, a Threshold-based Anonymous Identification Scheme
(TAI) for overload audit and privacy preservation in smart
grids is proposed, where the use of a trusted third party is
no longer required. Privacy preservation depends on the power
consumption of consumers in the presence of a demand-response
request from the power provider that defines an acceptable
consumption threshold at periods of power shortage. Consumers
must follow the instruction and curtail their consumption to
meet the threshold. By doing so, the consumers who adhere to
the power providers’ instructions keep their anonymity, whilst
the disobedient are be identified. According to our security
and performance analysis, TAI significantly improves efficiency
compared to previous anonymous identification schemes, while
providing anonymity and identification.

Index Terms—Smart Grid, Conditional Anonymity, Demand-
Response, Privacy Preservation, Identification

I. I NTRODUCTION

Overview: The smart grid is an emerging critical
infrastructure that offers significant advantages such as an
improved efficiency, economics as well as reliability and
sustainability compared to the current power grid. To achieve
these goals, integration of the currently isolated power and
communication networks as well as the introduction of several
new technologies are required. Two of the most important
additions are the Advanced Metering Infrastructure (AMI),
which enables fine-granular, automated reporting of power
consumption as well as generation and demand-response
schemes which offer the possibility to send instructions to
consumers to adapt their power consumption over a certain
period of time, e.g. to prevent a brown- or—in the worst
case—black-out in times of power shortage [1]. Incentive
based demand-response in smart grids can be approached
using two fundamentally different schemes: voluntary and
mandatory. In the voluntary-incentive based schemes, the
power provider sets the power price according to parameters
such as time or current power availability. Consumers who
voluntarily adapt their power consumption therefore benefit
as their power costs are effectively reduced. In contrast to
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voluntary demand-response schemes, mandatory schemes for
example in Interruptible/Curtailable (IC) or Capacity Market
Program (CAP) [2], initial participation is an opt-in system.
Once consumers opt to participate, it becomes imperative for
them to follow dispatched instructions which are broadcast
from their power provider during power shortage else they are
penalized. In this paper we focus on the mandatory incentive
based approach.

Problem definition: While AMI and demand-response
schemes offer benefits to both the power provider and
consumers, there are also several possible downsides to
these approaches. In AMI, smart meters are used to generate
consumption reports, to inform the power provider about
the current power and long-term energy consumption of its
consumers. This leads to privacy challenges for consumers,
as the consumption information can be used to determine
their lifestyles and daily routines. In contrast to the threats for
consumers, the power provider also faces possible downsides
in mandatory demand-response schemes. These originate
from the possibility that consumers who participate in a
mandatory demand-response program may still behave in a
disobedient manner regarding adherence to instructions from
the power provider. To handle both scenarios in a satisfactory
way, it is required that privacy for obedient consumers,
as well as identifiability of disobedient consumers can be
guaranteed. Current solutions to this problem are pseudonym-
based authentication schemes which rely heavily on trusted
third parties as described in [3] and [4]. Additionally, the
computational complexity increases as the inclusion of
trusted third parties further increases the complexity of the
infrastructure notwithstanding the challenging task of selecting
suitable third parties. The aforementioned deficiencies in
current solutions fuels the necessity for new and better
solutions which offer efficient authentication schemes that can
identify disobedient consumers whilst protecting the privacy
of obedient consumers without the inclusion of a trusted third
party into an already computationally complex system.

Our approach: Anonymity and unlinkability are amongst
four basic approaches of privacy alongsidepseudonymity,
unobserveability [5], used as solutions to current privacy
concerns. Anonymity is an approach that preserves consumer
privacy by removing the relationship that exists between
their real identity and consumption. In this paper, an
efficient anonymous identification scheme for demand-
response management is designed: dubbed the Threshold-
based Anonymous Identification (TAI) scheme. TAI can
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dynamically cloak consumers’ identities depending on their
power usage. During normal operation, smart meters report
the consumption information of all consumers to the power
provider anonymously. In [6], it has proven that power
shortages pose greater threat to electricity infrastructures
than oversupply, so our approach therefore only considers
power shortage scenarios. When the power provider detects
a power shortage, it broadcasts demand-response instructions
to its consumers, demanding them to adapt their power
consumption. Obedient consumers adhere to the instructions
and curtail their usage hence staying anonymous. Disobedient
consumers on the other hand may not adhere and would
therefore exceed the given power consumption threshold
(e.g. by still using heavy power appliances) hence making
them traceable. In TAI, compared to existing works [3]
and [4], the provider cannot only identify disobedient
consumers without the help of any trusted third party
but also provide anonymity to obedient consumers. TAI
revokes the consumers’ anonymity depending on their power
consumption during periods of power shortage. Once a
consumption is larger than the predefined threshold set by
the power provider, the power provider requests all smart
meters to send disavowal proofs. If a smart meter disavows
the consumption, the respective consumer that follows the
demand-response instruction stays anonymous. Consumers
that do not follow the demand-response instructions are
identified. Also in TAI, the power provider authenticates a
consumption report by using the group public key instead of
public key of an individual consumer. With this, TAI reduces
the computational complexity to an order ofO(1) which is
well within the computational performance of low-powered
embedded device like smart meters hence making TAI much
more suitable for real-time data processing on low power
embedded smart meters.

Outline: The remainder of this paper is organized as follows:
Section II describes related work or prior arts in the privacy
domain. Section III discusses the preliminaries and design
background which are later on required for understanding of
the proposed scheme. Section IV focuses on the design of a
consumption model to illustrate the demand-response program.
In Section V, we explain our proposed scheme which features
both anonymity and identification, whilst Section VI shows
what the scheme can achieve with a given security require-
ment. Section VII analyzes the developed scheme focusing
on performance and compares it to related work. Finally, our
conclusions are made in Section VIII.

II. RELATED WORK

Research in the areas of identification and privacy preser-
vation has a long history in smart grids due to the importance
of both. However, these two domains are still conflicting,
for example, identification requires a consumer to expose
enough information to ensure their provided data is correct.
Currently, a number of studies have tackled the identification
issues in smart grids. Liu et al. [7], [8] propose a witness
scheme to ensure identification in smart grids which supports

a guaranteed audit of consumers for billing purposes. Xiao
et al. [9], [10] propose an adaptive tree-based algorithm to
detect malicious meter inspection behavior and energy theft.
In order to achieve identification, these schemes require full
information of the consumers hence do not consider any
privacy issues.

As stated previously, privacy is an important feature in smart
grids required to gain consumer acceptance. Current privacy
preservation schemes in smart grids can be classified into
three categories: data aggregation, credential and anonymity
schemes. For power providers, it is not necessary to know
all fine-granular consumption data. Instead, aggregated data
can be used to forecast the consumption of households.
Based on this use-case, data aggregation approaches have been
proposed. Ruj et al. [11] propose a framework for secure
information aggregation based on the Paillier cryptosystem.
In this system, the power provider generates a key pair and
publishes its public key. Smart meters encrypt consumption
data with the public key provided by the power provider
and send them to a gateway. The gateway aggregates the
encrypted data which the power provider can recover later
the real-time power consumption with its secret key. Here
an important assumption is made in that, the gateway is
always considered as a trusted party in the framework. Also,
to ensure data integrity of the smart meters, identity-base
signatures [12] and Boneh-Lynn-Shacham (BLS) signatures
[13], have been introduced into the data aggregation schemes.
In these approaches, a trusted third party is responsible for the
collection of the consumption data from the smart meters. The
third party has knowledge of consumption and can locate the
source.

Data aggregation approaches cloak consumers’ privacy by
hiding the details of their consumption. However, the power
provider requires this detail to identify disobedient or even
source of malicious behavior in the grid. To achieve this,
credential schemes introduce a trusted third party to ensure
trustworthy communication between the power provider and
its consumers. The credential can be a pseudonym or a blinded
certificate. In [3], the real identities of consumers are encrypted
by a control center to establish a pseudonym for each customer.
Upon receiving suspicious messages, the control center can
revoke the anonymity using its secret key upon request from
the power provider. Thus, the trusted third party can identify
the source of the suspicious data. Biselli et al. [14] utilize an
administrator as an intermediate instance to pseudonymize the
messages sent by a gateway using trusted platform modules.
Though this provides anonymity, the choice of a trusted third
party in itself is a herculean task. Furthermore, Gong et al.
[15] employ Boneh-Boyen-Shacham (BBS+) signatures [16]
to authenticate consumers’ pseudonyms for incentive based
demand-response programs. The consumer’s real identity is
hidden by the BBS+ signature. Since this approach is a
voluntary-incentive based scheme, all consumers (obedient
and disobedient) are allowed in the system. However the
pseudonym is unable to protect consumers’ profiles because
all consumption data from one source can be linked to the
consumer’s pseudonym hence resulting in the issue ofunlink-
ability. Unlinkability is an important privacy metric; a con-
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sumer’s profile contains important information that is linked
to its source hence serves as a key metric in identification.
To deal with this issue, He et al. [4] employ group signatures
where the group manager can revoke the anonymity of smart
meters, while the power provider can decrypt their encrypted
messages hence both parties are not able to link back to a
single consumer. Only law authorities can combine the secret
information from both parties to enable them trace disobedient
consumer in the case of malicious behavior. However, in this
approach law authorities still act as a kind of trusted third party
hence the effect of trusted third party is not entirely removed.

The usage of a trusted third party adds additional com-
plexity and insecurity to smart grids, propelling the need
for novel, secure and privacy preserving schemes. Anonymity
approaches are usually based on various anonymous authenti-
cation schemes, for example ring signature and blind signature
schemes. Huang et al. [17] constructed a ring signature with
forward security for smart grids. With this, a smart meter
can prove the validity of its consumption report using several
public keys therefore the power provider cannot link the con-
sumption report to its consumer. However, it is also complex to
calculate all the smart meters’ public keys used. Besides ring
signatures, blind signatures are used in [18] to achieve strong
anonymity. In this approach, for each consumption report, the
power provider signs a signature. A smart meter can convert
the signature with which the consumption report can be
proved. Signing each report is however also a time-consuming
process. Similar to [15], Sui et al. [19] also employ BBS+
signatures for voluntary based demand response programs. The
most important difference to [15] is that, [19] prevents two
consumption reports from being linked back to a consumer if
they are from the same source. However, this is not suitable for
a mandatory based scheme since obedient consumers should
voluntarily disclose their anonymity. Therefore, constructing
an efficient anonymous identification scheme that does not
require any third party has practical significance in smart grids.

Group signatures [20] are important anonymous authentica-
tion schemes for communication networks. In group signature
schemes, the signers authenticate themselves without their
individual public keys but with a group public key. The
members’ identities are hidden in the group. However, the
anonymity revocation relies on the trustworthiness of a group
manager. Ring signatures [21] further allow a signer to sign a
message while remaining unconditionally anonymous. Ring
signatures can be viewed as a variant of group signatures
without a group manager. In classical ring signature schemes, a
signer chooses a set of independent possible signers and hides
his public key in the ring. However, unconditional anonymity
might lead to abuse because malicious signers cannot be
identified. In order to achieve signer identification, Komano et
al. [22] propose an anonymous identification scheme, named
deniable ring signatures. Deniable ring signatures allow all
honest members to cooperate in tracing the origin of disobe-
dient signatures. Based on the security model introduced by
[22], Zeng et al. [23] propose a more efficient ring signature
scheme in the random oracle model. In ring signature schemes,
a member needs to authenticate himself using the public keys
of all members. Because of that, its computational complexity

Table I
NOTATION

κ security parameter, a random unary integer;

p a prime number of sizeκ;

G a cyclic additive group of orderp;

GT a multiplicative group of orderp;

Z∗
p a ring of orderp;

P a generator ofG;

e a bilinear map:e : G ×G → GT ;

EU electricity utility;

SM smart meter;

ID the identity of a SM;

PK non-interactive zero knowledge proof;

H a collision resistant hash function.

is O(n), wheren is the number of members in the scheme.
In smart grids, there are usually thousands if not hundreds
of smart meters and therefore a computation that converges
in linear time can be very costly given that most of these
smart meters are low-powered embedded devices which cannot
handle such computational complexity.

III. PRELIMINARIES

In the following, some standard notations and acronyms
are defined in Table I and are further explained in detail in
following subsections.

A. Bilinear Map

Bilinear maps are called pairings because they associate
pairs of elements from two groups to yield an element of a
third group. It is also used extensively in this paper. Hence
we define a bilinear map as follows: Letp be a prime number
of size κ, G and GT are additive and multiplicative group
respectively with orderp. A function e : G×G → GT is said
to be a bilinear map if it satisfies the following properties:

1) Bilinearity: e(aP1, bP2) = e(P1, P2)
ab for all a, b ∈

Z∗
p, and allP1, P2 ∈ G.

2) Non-degeneracy: e(P, P ) 6= 1, since e(P, P ) is a
generator ofGT .

3) Computability: e(P1, P2) is efficiently computable, for
all P1, P2 ∈ G.

For further details on bilinear maps or pairing, see [24].

B. Mathematical Assumptions

The mathematical assumptions in TAI are defined in this
subsection.

Definition 1. (Gap-Discrete Logarithm (Gap-DL) Assump-
tion) There is no probabilistic polynomial time (PPT) algo-
rithm that can compute a numberx, wherex ∈ Z

∗
p, from a

tuple (xP, P ), whereP ∈ G.
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With the Gap-DL assumption, a signer can hide his secret
key x into his public key xP . Therefore, others cannot
computes the secret valuex based on the public key.

Definition 2. (Decisional Diffie-Hellman (DDH) Assumption)
There is no PPT algorithm that can distinguish between a tuple
(µ, xµ, µ̂, T ) and a tuple(µ, xµ, µ̂, xµ̂), whereT, µ, µ̂ ∈ G

and x ∈ Z∗
p.

With the DDH assumption, a signer’s signatureT cannot
be linked to his public keyxµ.

Definition 3. (q-Strong Diffie-Hellman (q-SDH) Assumption)
There is no PPT algorithm that can compute a pair(c, 1

z+c
P ),

where c ∈ Z∗
p, from a tuple(P, zP, ..., zqP ), whereP ∈ G

and z ∈ Z∗
p.

With the q-SDH assumption, the group member can au-
thorize a member’s commitment without knowing his secrete
information.

C. Zero-knowledge proof

In TAI scheme, the extensively employed non-interactive
zero knowledge proof protocols are based on Gap-DL and
DDH assumptions, defined in Subsection III-B. Zero knowl-
edge proof was first proposed by Goldwasser et al. [25].
The purpose of zero knowledge proof protocols, denoted as
PK{(x) : C = xP} [26], is to help a prover to convince a
verifier that he holds some knowledgex, without leaking the
knowledge during the verification process.

D. BBS+ Signature

In the TAI scheme, the power provider utilizes BBS+
signatures to authorize consumers’ commitments, with which
the consumers can prove their consumption reports without
revealing their real identities. The BBS+ signature is improved
by Au et al. [16] based on Boneh’s signature scheme [27].
BBS+ signatures are unforgeable without random oracles
under theq−SDH assumption defined in Subsection III-B. It
allows the generation of a signature without hash functions.

E. Security Requirements

Because the power provider traces disobedient consumers
according to their consumption reports, some consumers might
try to send fake consumption reports to misinform the power
provider. It is necessary to create a scheme to ensure the
security of the electricity infrastructure while guaranteeing the
obedient consumers’ anonymity. The following features, which
are discussed in detail in Section VI, are required.

1) Unlinkability: No one can link different consumption
reports from the same consumer.

2) Strong Anonymity: No one is able to link the consump-
tion data of an obedient consumer to their sources.

3) Non-frameability: No one can produce an illegitimate
signature to frame a legitimate consumer. The non-
frameability of demand-response instructions coming
from the power provider cannot be modified.

4) Identification: According to the consumption data, dis-
obedient consumption must be identified.

5) Integrity: The power provider is able to check if the
consumption data really originates from legitimate con-
sumers without unauthorized modification.

IV. CONSUMPTIONMODEL

It can be safely assumed that consumers’ electricity con-
sumption is much higher than the minimum requirements,
therefore during a period of power shortage, the power
provider considers as inappropriate for a consumer to use
high-power electrical appliances. To indicate a power shortage,
the provider broadcasts instructions to the consumers. These
instructions may include a consumption threshold for a pre-
dicted time interval where a power shortage may occur. The
consumers’ consumption is therefore expected to decrease to
a level lower than that threshold during the power shortage.
In this section, we design a consumption model to illustrate
the relationship between the power provider’s instruction and
its electricity generation profile.

A. Network Model

Figure 1. Network Model

In this subsection, the network model is formalized. In
contrast to previous trusted third party-based network models,
the network model, which is depicted in Figure 1, consists of
two entities, SM and EU.

1) SM: In a district, there usually exists a reasonable num-
ber of households, equipped with smart meters (SMs). A
SM is a electricity consumption reporting device present
at each consumer’s site. The SMs anonymize their
consumption data and report them regularly. Consumers
do not know the secret knowledge of SMs, which are
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assumed to be resistant against tampering. Although
SMs are not controlled by their consumers, each SM
corresponds to a single consumer. Therefore, there is no
discrimination between a consumer and his SM in TAI.

2) EU: The electricity utility (EU) is an infrastructure
controlled by the power provider and is in charge of
the SMs in a concrete area. It collects and analyzes the
consumption data from SMs periodically and broadcasts
consumption related instructions to customers according
to the consumption data. The EU identity is not cloaked
as its also important for consumers to know who their
utility providers are, hence, the EU is a public entity.

B. Assumptions

The model is based on the following assumptions.
1) The consumers’ electricity generation is larger than their

basic requirements. It means that a electricity consump-
tion reduction is possible on consumers’ side.

2) The number of SMs is denoted asNSM , which is fixed.
3) ti is an instantaneous time within the intervalt0 ≤ ti ≤

tn of a predicted power shortage where the EU sends
instructions.

4) The individual electricity consumption collected from
SMs at ti is denoted asm. Empirically, individuals’
electricity consumption is independent of each other.
Figure 2 shows the Erlang distribution functionf(m) =

112 0.4953m2e−0.495m

2!
and the distribution of number of

consumers in a sample period of an European district
with 112 smart meters in the grid. We can assume that
the number of SMs follows an Erlang distributionf(m)
regarding their consumption without an instruction. It
follows that, the number of SMs is given byNSM =
∑+∞

m≥0
f(m), where the unit ofm is 10Wh.

5) The overall consumption monitored byNSM at ti with-
out an instruction from the EU is denoted asPSM .
Therefore, without an instruction, all consumers’ con-
sumptionPSM =

∑+∞
m≥0

mf(m).
6) In the model, all consumers follow the instruction from

the EU during a period of power shortage. Consumers
who reduce their consumption, shift their consumption
to the next time period once they receive an instruction
from the EU.

7) The power generation atti is denoted asGi.
8) The consumption threshold for all consumers atti is

denoted asdi.

C. Scenario

In this subsection, a scenario is used to prove that there
is a valid valuedi, which can ensure that the consumers’
electricity consumptionP ∗

SM is not larger than the EU’s
electricity generationGi during a power shortage within the
interval t0 ≤ ti ≤ tn.

When the EU broadcasts an instruction(di, ti), each con-
sumer’s consumption should not exceeddi at ti. If a con-
sumer’s consumption is not higher thandi, the consumption
would not be detected. The sum of the electricity requirement
below the threshold is denoted asP≤di

, where P≤di
=
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Figure 2. Consumer distribution from 7:45 to 8:00 AM in the first of August

∑⌊di⌋
m≥0 mf(m). From assumption (6), consumers whose con-

sumption is higher thandi will reduce their consumption to
di at ti. This group of consumers is referred to as obedient
consumers. The total consumption abovedi at ti is denoted
asP>di

, whereP>di
= di

∑+∞
m>⌊di⌋

f(m). From the above, it
follows that the overall consumption during the power shortage
is given by: P ∗

SM = P≤di
+ P>di

=
∑⌊di⌋

m≥0
mf(m) +

di
∑+∞

m>⌊di⌋
f(m) ≤ Gi, which is a linear inequality. The only

unknown variable,di, can be derived.
To further illustrate the consumption model, we use a

power shortage within a specified time interval as follows.
The consumers’ original consumption and the power plants’
generation curves are shown in Table II, from which it can be
seen that the renewable electricity generation decreases after
9:15 AM. The consumers’ electricity consumption is 7800Wh
but the generation is only 6300Wh. Under the EU’s instruction,
the overall consumption during this interval should be less than
the generationP ∗

SM ≤ Gi. Becausef(m|m > 160Wh) <

1, f(m) are negligible whenm > 160Wh, the threshold
value and electricity generation should satisfy the inequality:
112(

∑7

m≥0
m0.584m3e−0.58m

3!
+ di

∑16

m≥8
0.584m3e−0.58m

3!
)Wh

≤ 6300Wh. The unit ofm is 10Wh. Based on this inequality,
resultingdi is 72.4 Wh. It means that a consumer whose elec-
tricity consumption is larger than 72.4Wh should reduce his
consumption below this value. Therefore the consumers reduce
their requirements by 1500Wh at 9:15 AM. From our earlier
assumptions, consumers who postponed the consumption may
want to use their electricity in the next interval, therefore
the predicted consumption would be the sum of the current
consumption and the difference from the previous interval as
illustrated in the third row of Table II. Although the generation
is 860Wh larger than the original consumption at 9:45 AM, we
have a carry forward of 2930Wh from the previous intervals,
therefore we still experience a power shortage at 9:45 AM
since the generation is still below the predicted consumption
shown in row four of Table II. At 10:15 AM, the generation
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is 30Wh more than the predicted consumption therefore no
consumption threshold is required. From the example, it can be
seen that the power shortage is monitored with the instruction
({72.4, 59.8, 88.3, 77.1} Wh, 9:15 - 10:00 AM).

Table II
PROFILE OF EXAMPLE (WH)

Time 9:15 9:30 9:45 10:00 10:15

Original Generation 6300 6070 6260 6300 6300

Original Consumption 7800 7500 5400 5300 5200

Electricity Difference -1500 -1430 860 1000 1100

Predicted Consumption 7800 9000 8330 7370 6270

Threshold Value 72.4 59.8 88.3 77.1 –

V. PROPOSEDTAI SCHEME

In this section, a detailed description of the TAI scheme is
given. We refer to two main parts of the scheme:

1) Anonymous consumption reporting of SMs to EU;
2) Demand-response part, where EU correlates power re-

quirement with supply.
The scheme is described with the aid of Figure 3. During the

anonymous report part, the SMs regularly send consumption
reports to the EU in an anonymized way. Upon receiving
the reports, the EU confirms the validity of the reports.
In the demand-response part, if the EU identifies that the
power consumption is larger than the possible production,
it defines a threshold instruction(Dn, Tn), whereDn is a
set of consumption thresholds{d1, .., dn} andTn is a set of
timestamps{t1, ..., tn}. At ti(1 ≤ i ≤ n), all consumers must
curtail their power consumption belowdi(1 ≤ i ≤ n). If
a consumer whose consumption is larger than the threshold
in the predefined time period exists, the EU broadcasts an
identification order(m∗, t∗). The SMs validate the order
from the EU and check it against the initial instructions for
curtailment of consumption, i.e. whetherm∗ > di at t∗ = ti. If
the check holds, the SMs produce disavowal proofs; otherwise,
the order is rejected. This procedure enables the EU to identify
disobedient consumers without compromising the anonymity
of obedient consumers. The TAI scheme includes the Setup,
Report Generation and Report Reading algorithms as well as
the Joining, Instruction Generation and Identification protocols
which are discussed in the following subsection.

A. Setup

In TAI, a concrete region is managed by a single EU. The
number of SMs is large enough for each consumer to cloak
his usage behavior. Each household or company is equipped
with a SM. The identity of the SM can be linked to the
corresponding consumer by the EU. Both the EU and the
SMs have computational abilities. The EU executes the Setup
algorithm to generate its long term key pair as follows:

1) Firstly, on inputκ, the bilinear pairing generator returns
a tuple(p,G,GT , e, P ) as defined in Subsection III-A.

2) Secondly, the EU randomly choosesG,H,Q ∈ G and
an integerγ ∈ Z∗

p, and computes the part of public key
Ppub = γP .

3) Thirdly, the EU chooses collision resistant hash func-
tionsH1: {0, 1}∗ → G; H2, HID : {0, 1}∗ → Z∗

p.
4) Finally, the EU keeps its secret keyγ and publishes its

public key (P,G,H,Q, Ppub) and hash functions (H1,
H2, HID).

B. Joining

The Joining protocol is carried out between the EU and
each SM. The SMs are equipped with tamper-resistant black
boxes [28], [29]. Each black box holds a key pair(SK, PK).
The EU has access to the public keyPK. Each black box
generates an internal private seed specific to itself. The seed is
stored securely within the black box and is never disclosed to
anyone or changed, as the black box is assumed to be tamper-
resistant. In addition, a secure public key signature scheme,
including a signing algorithmsig and a verification algorithm
ver, is selected for a SM with key pair(SK, PK). Each SM
shows its real identity and produces its key pair during the
protocol execution: At first, the SM randomly generates an
integerx ∈ Z∗

p as its secret key using its internal seedseed.
The SM then computes a commitmentC on the valuex: C =
xP and generates a signatureσ = sig(C‖ID). The SM sends
C‖ID as well as its signatureσ to the EU. The commitment
essentially binds the SM’s secret keyx. Upon receivingC, the
EU executes the verification algorithm to check the validity of
the signature. Ifver(C‖ID, σ) = valid, the EU computes the
credentialsα = HID(ID) andS = 1

γ+α
(C +Q) and sendsS

to the SM. The SM confirms the correctness of the credential
by checking if the equatione(S, αP + Ppub) = e(C +Q,P )
holds. The SM’s secret key isx, and its public key is(C, S).

C. Report Generation

In order to achieve a real-time consumption report, a
SM can run the report generation algorithm to produce
a legitimate signature as follows: Firstly, by using the
knowledge of secret keyx, the SM binds the consumption
datam and the timestampt with the elementT . The SM
computes the hash valueµ = H1(m‖t) andT = xµ. The SM
then provese(S, αP + Ppub) = e(xP + Q,P ) andT = xµ

with the non-interactive zero knowledge proofΠ:

PK











S

x

α



 :
e(S, αP + Ppub) = e(xP +Q,P )
T = xµ







The procedure of the proof is formally described below:
1) The SM randomly picks integersr, k0, k1, k2, k3 ∈ Z∗

p.
2) In order to cloak its identity, the SM transforms its

original credentialS into a temporary oneU = S+rH ,
where r ∈ Z∗

p, and hidesr in R = rG. Then, the
SM generatesM1,M2, N andV to blind r, α, x andS
respectively,M1 = k1G, M2 = k2G− k3R, N = k0µ,
V = e(P, P )k0e(H,Ppub)

k1e(H,P )k2e(U, P )−k3 .
3) The SM calculates a hash valueg =

H2(T ‖R‖M1‖M2‖N‖U‖V ‖m‖t), and hides x in
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SM

(1) Generate consumption reportm;

(2) Produce the signatureσ; (m‖t‖σ)

EU

(3) Confirm the signatureσ;

if Consumption is more than production

(4) Generate instruction(Dn, Tn, σn);

end
(Dn‖Tn‖σn)if Agree with the instruction

(5) Shut down the appliances;

(6) Generate new report(m∗, t∗, σ∗);

end
(m∗‖t∗‖σ∗) (7) Confirm the signatureσ∗;

if σ∗ is valid & m∗ > di ∈ Dn & t∗ = ti ∈ Tn

(8) Generate the order(m∗, t∗, σ′);

end
(m∗‖t∗‖σ′)

(9) Confirm the signatureσ′;

if σ′ is valid & m∗ > di & t∗ = ti

(10) Produce the disavowal proofσ+;

end
(σ+‖ID) (11) Identify the disobedient consumers;

Figure 3. Flow chart of TAI

s0, r to s1 and α in s2 and s3. s0 = k0 + gx,
s1 = k1 + gr, s2 = k2 + grα, s3 = k3 + gα.

The SM can show that both the temporary credential and the
elementT correspond to the same secret keyx and credential
α without leaking any information about them. Given two
signatures, it is impossible to determine whether they are pro-
duced by the same SM. Consequently, anonymity is achieved.
In the end, the SM outputs(T,R, U, g, s0, s1, s2, s3,m, t) as
the signature.

D. Report Reading

After the receipt of the consumption report, the EU checks
the validity of the timestamp. If it is invalid, the EU ignores
the report. Otherwise, the EU executes the report reading
algorithm to check whether the signature does prove the
knowledge of secret keyx as well as the knowledge of the
valid credentialS.

The EU firstly computes the hash value
µ = H1(m‖t) and the elementsM ′

1 = s1G − gR, M ′
2

= s2G − s3R, N ′ = s0µ − gT and V ′ = e(P, P )s0

e(H,Ppub)
s1e(Q,P )ge(U, Ppub)

−ge(U, P )−s3e(H,P )s2 .
Next, the EU confirms thatg = H2(T ‖R‖M ′

1‖M
′
2‖N

′‖U‖V ′

‖m‖t) holds with the hash value. If it holds, the EU accepts
the consumption report; otherwise, the EU rejects it.

E. Instruction Generation

Once the EU finds that the anticipated power consumption
is larger than the production, it executes the Instruction Gener-
ation protocol to order the consumers to decrease their power
requirements.

The EU first defines the instruction(Dn, Tn). If a con-
sumer power consumption is above the EU defined threshold
di ∈ Dn, the consumption must be be reduced belowdi at
ti ∈ Tn. The EU then generates a valid signature to prove

its identity. It randomly picksk4 ∈ Z∗
p, computesW = k4P ,

f = H2(Dn‖Tn‖W‖t) ands4 = k4−fγ. The EU broadcasts
the instruction and the signature(Dn, Tn, s4, f, t) to all SMs.

Upon receiving the usage instructions, a SM checks whether
the timestamp and the instruction are valid and its usage sat-
isfies the instruction. It computesW ′ = fPpub + s4P , checks
whetherf = H2(Dn‖Tn‖W

′‖t) and its usagem > di. If they
hold, the SM must reduce their power consumption underdi;
otherwise, it just ignores the instruction and signature.

F. Identification

After the instruction generation, if the EU still finds that
there exists a valid consumption (m∗, t∗), wherem∗ > di and
t∗ = ti, it executes the identification protocol to identify the
disobedient consumer.

The EU produces a valid identification order which includes
the disobedient consumer’s consumption data, a timestamp,
and the EU’s proof. The EU randomly picksk5 ∈ Z∗

p,
and computesX = k5P , l = H2(m

∗‖X‖t∗‖t), s5 =
k5 − lγ. Then, the EU broadcasts the identification order
(m∗, t∗, l, s5, t) to all SMs.

After receiving the identification order, a SM computes
X ′ = lPpub+s5P and checks whetherl = H2(m

∗‖X ′‖t∗‖t),
m∗ > di and t∗ = ti. If they do not hold, the SM ignores
the order; otherwise, the SM generates a disavowal proof.
It computes a hash valueµ = H1(m

∗‖t∗) and T ′ = xµ,
randomly picksk6 ∈ Z

∗
p and computesA = k6P and

B = k6µ to blind x. The SM computes another hash value
h = H2(m

∗‖T ′‖A‖B‖C‖t∗) and hidesx in s6 = k6 − hx.
The SM sends the proof (IDj, T ′, s6, h, t

∗) to the EU.
Upon receiving of the proof, the EU checks the validity of

the proof. It computesA′ = s6P + hC andB′ = s6µ+ hT ′.
The EU accesses the public keyC of IDj and checks whether
h = H2(m

∗‖T ′‖A′‖B′‖C‖t∗) holds. If it holds andT 6=
T ′, the EU can determine that the SM does not belong to a
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disobedient consumer; otherwise, the EU can determine that
IDj is a disobedient consumer.

VI. SECURITY ANALYSIS

A security analysis of the TAI scheme is carried out in
this section. In particular, following the security requirements
discussed in Subsection III-E, the analysis is divided into
five parts: unlinkability, strong anonymity, non-frameability,
identification and integrity.

A. Unlinkability

In the TAI scheme, the unlinkability of the SMs’ identities
is intractable under the DDH assumption. A SM generates its
consumption report using its secret keyx. The essence of the
Report Generation algorithm is to replace the static public key
(S,C) with a temporary one(U,R,M1,M2, V ). BecauseH1

is a collision resistant function, the temporary key pairs do not
contain any useful information that can link two signatures.

After that, the SMs send their messages and signatures in
an anonymized way. It is infeasible to decide whether two
elements(T,N) and (T ′, N ′) are generated using the same
secret informationx under the DDH assumption. Obedient
SMs reply the identification order only when the consumption
datam is larger than the threshold and the timestamp is in
the predefined interval. As long as the consumer follows the
instruction, no one can determine whether two signatures are
from the same SM.

During the Identification protocol, the obedient SM signs the
identification order with its secret keyx. Due to the collision
resistance of hash functionH1, no one can link its disavowal
proof (T ∗, A,B, t) to its previous signature(T,R, U, t).

B. Strong Anonymity

The strong anonymity of the TAI scheme is based on its
unlinkability. According to the analysis of unlinkability, no one
can link two different consumption reports from the same SM.
If an attacker can construct a probabilistic polynomial time
scheme that can find the source of a consumption report, we
can link all consumption reports to their sources. This means
we can construct another probabilistic polynomial time scheme
to link two different consumption reports if they are from the
same SM.

As such, neither the EU nor other consumers can trace a
legitimate signature from an obedient SM unless it knows the
secret key. Therefore, its usage is still anonymous. Hence, TAI
satisfies the strong anonymity requirement.

C. Non-frameability

In the scheme, the non-frameability of the consumption data
and proofs of SMs and instructions of the EU are based on
the Gap-DL assumption.

First, the non-frameability of SMs is discussed. During the
Joining protocol, a SM computesC = xP and cloaks its secret
keyx using the Gap-DL assumption. Therefore, the EU has no
knowledge of the secretx. The Report Generation algorithm
and the Identification protocol for SMs are also non-interactive

zero knowledge proofs. If the EU or other SMs can produce an
illegitimate but valid signature or proof that can be linked to
the target SM, it can solve the Gap-DL assumption, according
to the security of non-interactive zero knowledge proof [30].

Secondly, the non-frameability of the EU is investigated.
Similar to the SM, the non-frameability of the EU is also
based on security of non-zero knowledge proofs. Without
the knowledge of secretγ, no one can produce a valid but
illegitimate instruction or identifying order framing the EU.

D. Identification

The identification of the scheme is based on both the
Gap-DL assumption and theq−SDH assumption. There are
two cases for disobedient consumers to break identification
requirement. The first one is to generate a valid fake con-
sumption report, which is larger than the threshold but is
linked to no one. The EU authorizes the SM’s commitment
with a BBS+ signature. Intuitively, a BBS+ signature implies
that an adversary, who can corrupt and control a polynomial
number of key pairs held by the corresponding SMs, cannot
forge a new key pair by itself without the help of the EU.
This in turn means that the Joining protocol is secure. Both
the consumption data signature(T,R, U) and the disavowal
proof (T ′, A,B) are signed by the same secret key. According
to the analysis of non-frameability, a disobedient SM cannot
frame an obedient SM. It means an attacker cannot produce a
fake proof to pass the identification protocol. The second case
is to generate a valid fake disavowal proof. The disavowal
protocol is a Schnorr signature, which is based on Gap-DL
assumption. The disobedient SMs can only submit their data,
where T = T ′. Therefore, the disavowal proof cannot be
forged. Based on the Gap-DL assumption and theq−SDH
assumption, obedient SMs can always disavow a disobedient
signature. The EU can determine that anyone who cannot
disavow the signature has to be a disobedient SM. Therefore,
the TAI scheme can provide identification.

E. Integrity

In TAI, the integrity of the power consumption data is
based on its non-frameability and identification. According
to the analysis of non-frameability, it can be seen that an
adversary cannot produce an illegitimate but valid key pair
(x,C) linked to a legitimate SM. According to the analysis
of identification, the adversary cannot produce an illegitimate
key pair (α∗, C∗, S∗), which satisfiese(S∗, α∗P + Ppub) =
e(C∗ + Q,P ), without the help of the EU. This means that
the Joining protocol is secure. ProofΠ is a standard non-
interactive zero knowledge proof. According to the security of
zero knowledge [30], the EU knows the secret corresponding
to a legitimate SM, but it has no knowledge on the secret
information of the signer. This implies that the Generation
Report algorithm is secure. Without holding a valid key pair,
no one can produce a valid signature and pass the verification
algorithm. Therefore, such a signed message cannot be forged
or modified without being detected.
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F. Comparison

From the security analysis, it can be seen that TAI satisfies
all security requirements of Subsection III-E. Moreover, the
TAI scheme is compared to related works that are described
in Section II. Comparison results are depicted in Table III,
where unlinkability is denoted as Unlink.; strong anonymity
is denoted as Anoy.; non-frameability is denoted as Non-fra.;
identification is denoted as Iden.; and data integrity is denoted
as Integ.. Unlinkability and anonymity of aggregation schemes
depend on a trusted third party, which can collude with the
EU to link SMs to their consumption data. Identification of
credential schemes is also based on a trusted third party.
Therefore, it can also link obedient consumers’ consumption
data to their sources. Since anonymity schemes provide uncon-
ditional anonymity, disobedient consumers cannot be identified
in those schemes.

Table III
COMPARISON OF FUNCTIONALITY

Unlink. Anony. Non-fra. Iden. Integ.

Aggregation × × √ √ √

Credential × × √ √ √

Anonymity
√ √ √ × √

TAI
√ √ √ √ √

VII. PERFORMANCE ANALYSIS

In this section, firstly, the signature sizes are discussed.
Secondly, the computational complexity is described. Thirdly,
a comparison of TAI to other schemes is done.

A. Communication overhead

Firstly, the communication overhead of consumption re-
ports which are generated by the SMs and delivered to the
EU are analyzed. The consumption report is in the form
of m‖T ‖R‖U‖g‖s0‖s1‖s2‖s3‖t for a SM and its size is
|m| + 3|G|+ 5|Z∗

p| + |t|, where|m|, |G|, |Z∗
p| and |t| are the

length of the consumption data, the length of element fromG,
the length of element fromZ∗

p and the length of timestamp,
respectively. Secondly, the communication overhead of the
demand-response part which includes the instruction gener-
ation and identification is assessed. If the EU finds that the
power requirement is too large to provide, it will generate the
power usage instruction in the form ofDn‖Tn‖s4‖f‖t. The
size of that is|Dn|+2|Z∗

p
|+2|t|. If the EU finds a SM which

does not follow the instruction, it will broadcast the identifica-
tion order to all SMs. The form of the order ism∗‖t∗‖l‖s5‖t,
with a size of |m∗| + 2|Z∗

p| + 2|t|. The form of each SM’s
proof is ID‖T ′‖s6‖h‖t

∗. Its size is|ID|+|G|+ 2|Z∗
p|+ |t|.

B. Computational Complexity

Compared with exponentiationGe, multiplicationGm and
pairing evaluationsGp, the overheads of hash evaluations and

arithmetic operations are neglectable [31]. Therefore, onlyGe,
Gm andGp are analyzed. Several bilinear pairings operations
are fixed and can be calculated in advance. For example, the
EU can calculatee(P, P ) in the initialization algorithm and
set it as the public key. The computational costs are presented
in Table IV.

Based on the computational costs, the scheme is emulated
on a Ubuntu 12.04 virtual operating system with a Intel Core
i5-4300 dual-core@ 2.60 GHz CPU, using one core and 1 GB
of RAM. All results are obtained running 20 test repetitions
for each algorithm and number of consumers. The simulation
utilizes PBC cryptography libraries [31], which are free C
libraries that perform the required mathematical operations
underlying pairing-based cryptosystems. To achieve 80 bits
security level, similar to existing works [13], the length ofG

is set to 161 bits andp to 160 bits. In the simulation, the
communication overhead and delay between the EU and SMs
is neglected. The simulation results are presented in Table IV,
where Devia. stands for the standard deviation and Inter. stands
for the 95% confidence interval.

Table IV
COMPUTATIONAL PERFORMANCE

Party Computational cost Mean Devia. Inter.

Setup EU 4Gp +Gm 37.48 0.69 0.33

Joining EU Gm 3.76 0.32 0.17

SM 2Gp + 2Gm 18.74 0.35 0.17

Report Gene. SM Gp + 3Ge + 8Gm 31.00 0.68 0.32

Report Read. EU 2Gp + 4Ge + 8Gm 48.18 0.41 0.19

Ins. Gene. EU Gm 3.35 0.13 0.06

SM 2Gm 4.57 0.10 0.05

Identification EU 5Gm 11.02 0.13 0.06

SM 5Gm 12.04 0.10 0.05

C. Comparison

Based on the computational performance of TAI described
in Subsection VII-B, the computational time and communica-
tion overhead for each consumption report is analyzed with
changing number of consumers. The results are compared to
the conditionally anonymous ring signature (CRS) [23] and de-
niable ring signature (DRS) [22]. CRS and DRS both provide
similar security properties. In order to achieve more accurate
simulation environment, different Ubuntu virtual machines are
used to simulate the SM and the EU. The SM is simulated
using a 798 MHz CPU and 256 MB RAM which is not far
away from a real SM. The EU is simulated on a device with
2.60 GHz CPU and 1GB RAM, however, it is still assumed
that the computational ability from the EU side is unlimited.
The results are depicted in Figure 4 and 5 respectively. The
95% confidence intervals are not visible in both figures. The
mean interval sizes for Figure 4 are: TAI 1.01, CRS 0.63, and
DRS 0.97. For Figure 5, the mean 95% confidence interval
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sizes are: TAI 0.36, CRS 0.33, and DRS 0.33. It can be shown
that the computational cost for a SM and the EU is constant in
TAI during the data demand part. Whereas, the computational
cost for a SM and the EU areGp+4Ge+nGm and(4q−1)Ge

in the CRS and2Gp + 3Ge + qGm and 4nGe in the DRS,
wheren is the number of SMs in the system. According to the
comparison, it is concluded that TAI has significant advantages
over CRS and DRS in terms of computational cost for smart
grid systems.
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Figure 4. Computational cost of SM for Report Generation
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Figure 5. Computational cost of EU for Report Reading

Next, the signature size among the TAI scheme, CRS, and
DRS, whose signature sizes are161n+ 804 bits and481n+
161 bits respectively, are compared, wheren is the number
of SMs. Form Figure 6, it can be seen that TAI reduces the
communication overhead in comparison to CRS and DRS.

According to the analysis above, one of the highlights of
TAI is that the communication overhead and computation
complexity are constant. In CRS [23], the identification is
based on the Gap-DL assumption. A SM must use other peer
SMs’ public keys to cloak its identity. This requires that the
SM calculates the signature for all other SMs’ public keys.
The identification of the TAI scheme is based on theq−SDH
assumption. The SM produces its commitment, whilst the EU
produces the credential to authorize the commitment. The
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Figure 6. SM to EU communication overhead

report generation part employs non-interaction zero knowledge
proof, which cloaks the SM’s key pair.

VIII. C ONCLUSION

In this paper, a novel secure anonymous identification
scheme for demand-response management in smart grids has
been presented. It has been shown that, the scheme provides
strong anonymity and identification against privacy leaking
and power overloading. A consumption model was built to
testify that a threshold value can be found to fill the gap
between power consumption and generation during power
shortage, where consumers’ power consumption should be
lower than the threshold value. Hence enabling EU to identify
consumers whose power consumption are contradictory to
defined threshold during power shortage whilst at the same
time keeping anonymous, the identity of complaint consumers.
The security analysis proves that TAI can achieve unlinkabil-
ity, strong anonymity, non-frameability, identification and in-
tegrity. To the best of our knowledge, there is no previous work
on anonymous identification schemes that can simultaneously
fulfill these requirements in smart grids. From the performance
analysis, one key highlight of the TAI scheme is its constant
convergence time. Compared with other two conditionally
anonymous ring signatures (CRS and DRS), TAI significantly
reduces the computational cost and improves communication
efficiency.
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